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1.1.

1.2.

2.1.

2.2.

(N GIO'I THIEU
INTRODUCTION

Muc Tiéu
Objectives

Trén co s& tuan thu quy dinh ctia phép luat Viet Nam, CONG TY LIEN DOANH TNHH KHU
CONG NGHIEP VIET NAM - SINGAPORE ("Céng Ty") theo day ban hanh chinh sach vé bao
vé dif liéu ca nhan nay (“Chinh Sach”), véi muc tiéu dé ra nguyén tac quan ly, bao vé dit
liéu cé nhan do6i vdi bat ky dir liéu ca nhan nao ma Cong Ty ¢6 dugc va xir ly trong qua trinh
hoat dong kinh doanh.

On the basis of complying with the provisions of the laws of Vietnam, VIETNAM-
SINGAPORE INDUSTRIAL PARK JOINT VENTURE COMPANY LIMITED (the "Company")
hereby promulgates this policy on personal data protection (the "Policy") to set out the
principles for the management and protection of personal data for any personal data
obtained and processed by the Company in the course of business activities.

Chinh Sach nay xac dinh cac diéu kién can thiét dé ddm bao muic do bao vé dit liéu ca
nhan tuan thu theo Nghi dinh s6 13/2023/ND-CP do Chinh Phl ban hanh ngay 17 thang 4
ndm 2023 vé bao vé dir liéu ca nhan va cac quy dinh khéc ctia phap luat. Trong trudng hop
phép luat cé thay déi, cac quy dinh tai Chinh Sach nay sé dugc sira ddi phu hgp vdi phap
luat 4p dung tai tirng thai diém.

This Policy defines the necessary conditions to ensure the level of personal data
protection in compliance with Decree No. 13/2023/ND-CP issued by the Government on
17 April 2023, on personal data protection and other provisions of laws. In the event of a
change in the laws, the provisions of this Policy will be amended in accordance with the
applicable laws from time to time.

Pinh Nghia
Definitions

Ngoai c4c dinh nghia tai Biéu 1 (Muc Tiéu) va cac diéu khoan cu thé khac cuia Chinh Sach
nay, cac tirviét hoa dung trong Chinh Sach nay sé c6 nghia nhu sau:

In addition to the definitions in Article 1 (Objectives) and other specific articles of this
Policy, the capitalized terms used in this Policy have the meanings as follows:

“Bén Thi Ba” c6 nghia nhu dugc quy dinh tai Biéu 3.1.¢ (D3i Twong Ap Dung) clia Chinh
Sach nay.

“Third Parties” has the meaning as defined in Article 3.1.c (Subjects of Application) of
this Policy.

“Bo Phan Phu Trach” la bo phan ndi boé cua Coéng Ty phu trach viéc quan ly va bao vé
DLCN, nhu quy dinh tai Piéu 17.1 (Chi dinh b6 phan, nhan su phu trach bao vé DLCN) clia
Chinh Sach nay.

"Department In Charge" means the internal department of the Company in charge of the
management and protection of the Personal Data, as specified in Article 17.1
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2.3.

2.4.

2.5.

2.6.

2.7.

(Appointment of department, personnel in charge of protecting Personal Data) of this
Policy.

“Bén Xt Ly DLCN” c6 nghia nhu dugc quy dinh tai Bieéu 3.1.b (B6i Twgng Ap Dung) ctia
Chinh Sach nay.

“Personal Data Processor” has the meaning as defined in Article 3.1.b (Subjects of
Application) of this Policy.

“Cha Thé DLCN” c6 nghia nhu dugc quy dinh tai Diéu 3.1.d (B6i Tuong Ap Dung) cua
Chinh Sach nay.

“Personal Data Subject” has the meaning as defined in Article 3.1.d (Subjects of
Application) of this Policy.

“Chuyén DLCN Ra Nuéc Ngoai” la hoat dong sir dung khong gian mang, thiét bi, phuong
tién dién tl, hodc cac hinh thirc khac chuyén DLCN cua céng dan Viét Nam t6i mot dia
diém nam ngoai lanh thd Viét Nam hoac s dung mét dia diém ngoai lanh thd Viét Nam
dé X Ly DLCN clia cdng dan Viét Nam, bao gom:

“Outbound Transfer of Personal Data” means the use of cyberspace, devices, electronic
means, or other means of transferring Personal Data of Vietnamese citizens to a location
outside the territory of Vietnam or using a location outside the territory of Vietnam for
Personal Data Processing of Vietnamese citizens, including:

a. T6 chire, doanh nghiép, c4 nhan chuyén DLCN culia cong dan Viét Nam cho t6

chtrc, doanh nghiép, bé phan quan ly & nudc ngoai dé X Ly phu hop véi Muc Dich
da dugc Chua Thé DLCN dongy;
Organizations, enterprises and individuals transfer the Personal Data of
Viethamese citizens to overseas organizations, enterprises, management
departments for Processing in accordance with the Purposes for which has been
agreed upon by the Personal Data Subject;

b. X Ly DLCN clia céng dan Viét Nam bang cac hé théng tu ddng nam ngoai lanh thé
Viét Nam ctia Céng Ty phu hgp véi Muc Dich da dugec Cha Thé DLCN dong y.
Personal Data Processing of Viethamese citizens by automated systems located
outside the territory of Vietnam of the Company in accordance with the Purposes
agreed to by the Personal Data Subject.

“Coéng Ty Trong Nhém” cé nghia bao gom céc chii s hitu, congty con va cac congty khac
cé lién quan dén Céng Ty trén cd sd tryc tiép hoac gian ti€p s& hiru c¢6 phan, vén gép.
“Group Company” refers to the owners, subsidiaries, and other companies related to the
Company on the basis of direct or indirect ownership of shares or contributed capital.

“Co Quan Chuyén Trach” la Cuc An Ninh Mang va Phong Chéng T6i Pham St Dung Cong
Nghé Cao thuéc B6 Cong An hoadc co quan chuyén trach bao vé DLCN khac ctia Viét Nam
tai tirng thai diém, cé trach nhiém thuc hién quan ly nha nudce vé bao vé DLCN.

“Specialized Authority” is the Department of Cyber Security and High-Tech Crime
Prevention and Control under the Ministry of Public Security, or other specialized
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authorities that protect the Personal Data of Vietnam from time to time, responsible for
performing the state management of Personal Data protection.

2.8. “DLCN?” la théng tin dudi dang ky hiéu, chir viét, chlt 88, hinh anh, &m thanh hoéc dang
tuong tu trén moi trudng dién tlr gan lién véi mét con ngudi cu thé hoac giup xac dinh mét
con ngudi cu thé, bao gdm DLCN Co Ban va DLCN Nhay Cam.

“Personal Data” means information in the form of symbols, letters, images, sounds, or
similar forms in the electronic environment attached to a specific person or helping to
identify a specific person, including Basic Personal Data and Sensitive Personal Data.

2.9. “DLCN Co Ban” la dé cap téi:
“Basic Personal Data” refers to:

Ho, chir dém va tén khai sinh, tén goi khac (néu co);
Full name, middle name and birth name, other names (if applicable);

Ngay, thang, ndm sinh; ngay, thang, nam chét hodc mat tich;
Date of birth; date of death or going missing;

Gidi tinh;

Gender;

Nai sinh, noi dang ky khai sinh, ngi thugng trd, noi tam trd, ngi & hién tai, qué quan,
dia chi lién hé;

Place of birth, place of birth registration, permanent residence, temporary
residence, current residence, hometown and contact address;

Qudc tich;

Nationality;

Hinh anh clia ca nhan;
A photograph of the individual;

S dién thoai, s6 chirng minh nhan dan, sé dinh danh ca nhan, sé hd chiéu, s6 gidy
phép l4i xe, s bién s& xe, s6 ma sé thué ca nhan, s6 bao hiém xa hdi, s thé bao
hiém y té;

Phone number, identity card number, personal identification nhumber, passport
number, driver's license number, license plate nhumber, personal tax number,
social insurance number, health insurance card number;

Tinh trang h6én nhan;
Marital status;

Théng tin vé mai quan hé gia dinh (cha me, con cai);
Information on family relationships (parents, children);




VSIP

Title : POLICY ON PERSONAL DATA PROTECTION Page : 7

2.10.

Théng tin vé tai khoan s6 clia ca nhén; di liéu cé nhan phan anh hoat dong, lich
st hoat dong trén khong gian mang; va

Information on personal accounts; personal data reflecting activities, history of
activities in cyberspace; and

Céc thong tin khac gan lién véi mét con ngudi cu thé hoac gilp xac dinh mét con
ngudi cu thé ma khong phai la DLCN Nhay Cam (nhu dinh nghia dudi day).

Other information attached to a particular person or which helps to identify a
particular person not specified as Sensitive Personal Data (as defined below).

“DLCN Nhay Cam” & d{¥ liéu ca nhan gan lién vd&i quyén riéng tu chia ¢4 nhan ma khi bi
xam pham sé gay anh hudng truc tiép tdi quyén va i ich hgp phap clia ca nhan, gom:

“Sensitive Personal Data” refers to personal data in association with individual privacy
which when being infringed, will directly affect an individual’s legal rights and interests,
including:

a.

Quan diém chinh tri, quan diém tdn gido;
Political and religious opinions;

Tinh trang stc khde va doi tu dugc ghi trong hd so bénh an, khéng bao gom théng
tin vé nhém mau;

Théng tin lién quan dén ngudn géc ching tdc, ngudn goc dan tdc;

Théng tin vé dac diém di truyén dugc thira hudng hoac cé dugc clia cé nhan;

Théng tin vé thudc tinh véat ly, dac diém sinh hoc riéng clia cé nhan;

Théng tin vé ddi song tinh duc, xu huéng tinh duc ctia ca nhan;

D{r liéu vé t6i pham, hanh vi pham t6i dugc thu thép, luu trit bdi cac co quan thuc
thi Phap Luat;

Thong tin khach hang cda té chire tin dung, chi nhanh ngan hang nudc ngoai, té
chtrc cung ing dich vu trung gian thanh toan, cac t6 chirc dugc phép khéac, gom:
thong tin dinh danh khach hang theo quy dinh ctia Phap Luat, thong tin vé tai
khoan, thong tin vé tién guri, thong tin vé tai san gui, thong tin vé giao dich, thong
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2.12.

2.13.

2.14.

2.15.

tin v& t6 chirc, ca nhéan la bén bao dam tai td chirc tin dung, chi nhanh ngan hang,
t6 chirc cung tng dich vu trung gian thanh toan;

i DU liéu vé vi tri clla cé nhan dugc xac dinh qua dich vu dinh vi; va

j- Dt liéu céd nhan khac dugc Phép Luat quy dinh la ddc thi va can cé bién phép bao
mat can thiét.

“H6 So' Panh Gia Nudc Ngoai” c6 nghia nhu dugc quy dinh tai Diéu 16.1 (Chuyén DLCN
Ra Nuwéc Ngoai) cuia Chinh Sach nay.

“Outbound Assessment Dossier” has the meaning as defined in Article 16.1 (Outbound
Transfer of Personal Data) of this Policy.

“H6 So Panh Gia Trong Nuéc” c6 nghia nhu dugc quy dinh tai Diéu 15.1 (Panh Gia Tac
DPong X&r Ly DLCN) ctia Chinh Sach nay.

"Domestic Assessment Dossier" has the meaning as defined in Article 15.1
(Assessment on the Impact of Personal Data Processing) of this Policy.

“Muc Dich” c6 nghia nhu dugc quy dinh tai Diéu 6.2 (Muc Dich) ctia Chinh Sach nay.
“Purposes” has the meaning as defined in Article 6.2 (Purposes) of this Policy.

“Nhat Ky” cé nghia nhu dugc quy dinh tai Bigu 9.5.c (Nhat ky hé thdng qua trinh X{r Ly
DLCN) clia Chinh Sach nay.

“Logs” has the meaning as defined in Article 9.5.c (System Logs of Personal Data
Processing) of this Policy.

“Phap Luat” la bo luat, luat, nghi quyét, phap lénh, l&nh, quyét dinh, nghi dinh, thong tu,
va céc van ban quy pham phap luat khac clia Viét Nam, bao gdbm nhung khéng gidi han
céc van ban phéap luat cé lién quan dén bao vé DLCN, c6 thé dugc stra déi, bd sung hodc
thay thé tuy tirng thoi diém.

"Laws" means code, law, resolution, ordinance, order, decision, decree, circular, and
other legal documents of Vietnam, including but not limited to the legal documents
related to the protection of the Personal Data, which may be amended, supplemented, or
replaced from time to time.
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2.16.

2.18.

2.19.

2.20.

2.21.

3.1.

“Phiéu Yéu Cau” c6 nghia nhu dugc quy dinh tai Diéu 11.3.a (Cach thirc yéu cau cung
cdp DLCN) cuia Chinh Sach nay.

“Request Form” has the meaning as defined in Article 11.3.a (Methods of requesting for
provision of Personal Data) of this Policy.

“Sw C6 DLCN” hoac “Sw C6” la bat ky su' cd bao mat dan dén viéc pha hly, mat, thay thé,
s(ra ddi, tiét 19, truy cap tréi phép hodc thiét hai khac dén DLCN.

“Personal Data Incident” or “Incident” refers to any security incident that led to
destruction, loss, unauthorized alteration, modification, disclosure and access, or other
damage to Personal Data.

“Théng Bao LAy Y Kién” c6 nghia nhu dugc quy dinh tai Biéu 7.1.c (Su dong y ctia Chul
Thé DLCN) ctia Chinh Sach nay.

“Notice To Obtain Opinion” has the meaning as defined in Article 7.1.c (Consent of
Personal Data Subject) of this Policy.

“Théng Bao Xtr Ly” c6 nghia nhu dugc quy dinh tai Diéu 8.1 (Nghia vu thong béao) cla
Chinh Sach nay.

“Notice Of Processing” has the meaning as defined in Article 8.1 (Notification obligation)
of this Policy.

“Viét Nam” la nudc Cong hoa xa héi chd nghia Viét Nam.

“Vietnam” means the Socialist Republic of Vietnam.

“Xtr Ly DLCN” la m6t hoac nhiéu hoat dong tac dong tdi DLCN, nhu: thu thap, ghi, phan
tich, xdc nhan, luu trl, chinh stra, cong khai, k&t hgp, truy cap, truy xuét, thu hoi, ma hoa,
giai ma, sao chép, chia sé, truyén dua, cung cap, chuyén giao, xéa, hlly DLCN hoéc céac
hanh déng khéc co lién quan; “Xir Ly” hoac “DPwgc Xtr Ly” cling cé nghia tuong tu.
“Personal Data Processing” refers to one or multiple activities that affect Personal Data,
such as collecting, recording, analyzing, confirming, storing, editing, publicizing,
combining, accessing, retrieving, revoking, encrypting, decrypting, copying, sharing,
conveying, providing, transmitting, deleting, destroying Personal Data, or other relevant
activities; “Processing” or “Processed” shall be construed accordingly.

Pa&i Twgng Ap Dung
Subjects of Application

Chinh Sach nay 4p dung cho céac déi tugng sau:
This Policy applies for these subjects:

a. Cong Ty (la bén kiém soat DLCN, tirc quyét dinh Muc Dich va phuong tién xir ly
DLCN, hoac la bén kiém soat va xir ly DLCN, tirc quyét dinh Muc Dich, phuong tién
va truc ti€p X Ly DLCN);

The Company (which is the controller of Personal Data that decides the Purposes
and means of processing Personal Data, or is the party that controls and
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3.2.

4.1.

4.2.

processes Personal Data that decides the Purposes, means [of Personal Data]
and directly Processing Personal Data);

b. Bén xir ly DLCN c6 thda thuén, hgp déng ky vdi Cong Ty vé viéc xir ly DLCN, néu co
(“Bén Xtr Ly DLCN”);
The Personal Data processor has an agreement or contract signed with the
Company on the Personal Data Processing, if any (“Personal Data Processor”);

c. Céac t6 chic, ca nhan khac ngoai Cong Ty va Bén Xur Ly DLCN dugc phép xir ly
DLCN (“Bén Thir Ba”); va
Organizations and individuals other than the Company and the Personal Data
Processor that are permitted to process Personal Data ("Third Parties"); and

d. Bat ky ca nhan nao dugc DLCN phan anh (bao gobm nhung khong gidi han nhan

vién, khach hang, nhan vién va dai dién clia cac doi tac kinh doanh hoac khach
hang, va bat ky ca nhan nao khac ma Coéng Ty ndm gilt va/hoac xir ly DLCN cla ho)
(sau day goi la “Cha Thé DLCN”).
Any individual who is reflected by Personal Data (including but not limited to
employees, customers, employees and representatives of business partners or
customers, and any other individual whose Personal Data is held and/or
processed by the Company) (hereinafter referred to as the "Personal Data
Subject").

Chinh Sach nay dugc ap dung ddi véi Céng Ty va cling ¢6 thé dudc ap dung ddi véi bat ky
chi nhanh va van phong dai dién nao ctia Cong Ty, hién tai hoac sé dugc thanh lap, theo
quyét dinh clia Céng Ty tuy tirng thai diém. Cac céng ty con cua Céng Ty dugc khuyén
khich ap dung Chinh Sach nay trong truong hgp chua ban hanh chinh sach riéng vé bao
vé DLCN.

This Policy is applied to the Company and may also apply to any branches and
representative offices of the Company, whether currently existing or to be established in
the future, at the discretion of the Company from time to time. The Company's
subsidiaries are encouraged to implement this Policy in cases they have not yet issued a
separate policy on the Personal Data protection.

Nguyén Tac X Ly DLCN

Principles of Personal Data Processing

DLCN dugc X Ly theo quy dinh ctia Phap Luat va Chinh Sach nay.

Personal Data is Processed in accordance with the provisions of the Laws and this Policy.

Cha Thé DLCN dugc biét vé hoat dong lién quan tdi X Ly DLCN ctia minh theo quy dinh
tai Diéu 8 (Thong Bao Xir Ly DLCN) ctia Chinh Sach nay, trir truong hgp Phap Luéat cé quy
dinh khac.

Personal Data Subject is entitled to know about his/her Personal Data Processing as
regulated in Article 8 (Notice of Personal Data Processing ), unless otherwise provided by
the Laws.

10
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4.3.

4.4.

4.5.

4.6.

4.7.

4.8.

5.1.

DLCN chi dugc X Ly dung véi Muc Dich dugc dé céap tai Piéu 6 (Muc Dich X Ly DLCN)
clia Chinh Sach nay.

Personal Data may only be Processed in accordance with the Purposes mentioned in
Article 6 (Purposes of Personal Data Processing) of this Policy.

DLCN thu thap phai phu hgp va gidi han trong pham vi, Muc Dich can X Ly theo quy dinh
tai Diéu 6 (Muc Dich Xtr Ly DLCN) ctia Chinh Sach nay, va khéng dugc mua, ban dudi moi
hinh thudrc, trir truong hgp Phap Luat co quy dinh khac.

Personal Data collected must be appropriate and limited to the scope, Purposes of
Processing specified in Article 6 (Purposes of Personal Data Processing) of this Policy,
and must not be bought or sold in any form, unless otherwise provided by the Laws.

DLCN dugc cap nhat, bé sung phu hop véi Muc Dich can XU Ly, nhu quy dinh tai Diéu 6
(Muc Bich Xt Ly DLCN) ctia Chinh Sach nay.

Personal Data is updated and supplemented in accordance with the Purposes of
Processing, as specified in Article 6 (Purposes of Personal Data Processing) of this Policy.

DLCN dugc ap dung cac bién phap bao vé, bao mét trong qua trinh Xir Ly, bao gobm ca viéc
bao vé trudc cac hanh vivi pham quy dinh vé bao vé DLCN va phong, chong sy mat mat,
pha hiy hoac thiét hai do su ¢, sir dung cac bién phap ky thuét, nhu quy dinh tai Chwong
Il (Bién Phap Bao Vé, Bdo Mat DLCN) va Chuwong IV (Quan Ly Sy C6 DLCN) ctia Chinh
Sach nay.

Personal Data is applied with protection and security measures during the Processing,
including safeguards against violations of Personal Data protection regulations and
prevention of loss, destruction, ordamage caused by incidents, using technical measures
as provided in Chapter Ill (Personal Data Protection and Security Measures) and Chapter
IV (Personal Data Incident Management) of this Policy.

DLCN chi dugc luu trit trong mét khoang thai gian phu hgp véi Muc Dich can X Ly, nhu
quy dinh tai Diéu 9 (Luu Trir DLCN) ctia Chinh Séch nay.

Personal Data shall only be stored for a period of time appropriate to the Purposes of
Processing, as specified in Article 9 (Storage of Personal Data) of this Policy.

Céng Ty chiu trdch nhiém tuan tha céc nguyén téc X Ly DLCN dugc quy dinh tai Chinh
Sach nay va chitng minh sy tuan thu ctia minh véi cac nguyén tic dé.

The Company is responsible for complying with the Personal Data Processing principles
specified in this Policy and proves its compliance with those principles.

Quyén va Nghia Vu ciia Chu Thé DLCN
Rights and Obligations of Personal Data Subject

Trir trudng hgp Phap Luéat co quy dinh khac, Cha Thé DLCN c6 cac quyén sau:

Unless otherwise provided by the Laws, the Personal Data Subject has the following
rights:

a. Quyén dugc biét: Dugc biét vé hoat dong X Ly DLCN ctia minh.

11
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Right to know: To be informed about the Processing of their Personal Data.

Quyén déng y: Pugc dong y hoac khéng déng y cho phép X&r Ly DLCN clia minh
(tht tuc thuc hién va céc ngoai l& dugc quy dinh tai Piéu 7 (Su Pong Y clia Chu
Thé DLCN) ctia Chinh Sach nay).

Right of consent: To agree or disagree to the Processing of their Personal Data
(the procedures and exceptions are specified in Article 7 (Consent of the Personal
Data Subject) of this Policy).

Quyeén truy cap: Dudc truy cap dé xem, chinh sira DLCN ctia minh sau khi da dugc
Cong Ty thu thap theo sy déng y hodc yéu cau chinh sira DLCN clia minh trong
truding hgp khong thé chinh sira truc ti€p vi ly do ky thuat hodc vi ly do khac (thu
tuc thuc hién dudc quy dinh tai Diéu 10 (Chinh Stra DLCN) ctia Chinh Sach nay).
Right to access: To access for reviewing, adjusting their Personal Data collected
by the Company in accordance with their consent, or to request for adjusting their
Personal Data in case direct edits are not possible due to technical or other
reasons (the procedures for implementation are specified in Article 10
(Rectification of Personal Data) of this Policy).

Quyén rit lai sw déng y: Dugc rat lai sy dong y clia minh (tha tuc thue hién dugc
quy dinh tai Diéu 7.4 (Rut lai sy déngy) clia Chinh Sach nay).

Right to withdraw consent: To withdraw their consent (the implementation
procedure is specified in Article 7.4 (Consent withdrawal) of this Policy).

Quyén x6a DLCN: Bugc x6a hodc yéu cau x6a DLCN clia minh (thd tuc thuc hién
dugc quy dinh tai Diéu 13 (X6a, Huy DLCN) ctia Chinh Sach nay).

Right to erase Personal Data: To have their Personal Data deleted or to request
its deletion (the implementation procedure is specified in Article 13 (Deletion and
Destruction of Personal Data) of this Policy).

Quyén han ché& Xt&r Ly DLCN: Bugc yéu cau han ché X Ly DLCN cutia minh theo
Diéu 12.1 (Han Ché Xt Ly DLCN) ctia Chinh Sach nay.

Right to restrict Data Processing: To request restriction of their Personal Data
Processing in accordance with Article 12.1 (Restriction of Personal Data
Processing) of this Policy.

Quyén cung cap DLCN: Bugc yéu cdu Cong Ty cung cdp DLCN clia minh (thd tuc
thuc hién dugc quy dinh tai Piéu 11 (Cung Cap DLCN) cua Chinh Sach nay).
Right to be provided Personal Data: To request the Company to provide
themselves with their Personal Data (the implementation procedure is specified
in Article 11 (Provision of Personal Data ) of this Policy.

Quyén phan déi X Ly DLCN: Bugc phan déi viéc X Ly DLCN ctia minh dé ngan

chén hoéac han ché viéc tiét 16 DLCN hoéc stir dung cho muc dich quang céo, tiép
thi theo Diéu 12.2 (Ngirng X&r Ly DLCN) ctia Chinh Sach nay.
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Right to object to Data Processing: To object to the Processing of their Personal
Data to prevent or restrict the disclosure of Personal Data or the use of it for
advertising or marketing in accordance with Article 12.2 (Stop Personal Data
Processing) of this Policy.

Quyén khiéu nai, té céo, khdi kién: Dugc khi€u nai, t6 cdo hoac khdi kién theo
quy dinh ctia Phap Luat.

Right to complain, denounce, initiate lawsuits: To complain, denounce, or
initiate lawsuits in accordance with the Laws.

Quyén yéu cau béi thudng thiét hai: Dugc yéu cau boi thuong thiét hai theo quy
dinh chia Phap Luét khi xay ra vi pham quy dinh vé bao vé DLCN cua minh, trir
trong hgp céc bén cé thoa thuan khac hodc Phap Luéat cé quy dinh khac.

Right to claim damages: To claim damages in accordance with the Laws when a
violation of the provisions on the protection of Personal Data occurs, unless
otherwise agreed by the parties or provided by the Laws.

Quyén ty bao vé: Dugc tu bao vé theo quy dinh clia Phép Luat, hodc yéu cau co
quan, t8 chirc c6 thdm quyén thuc hién cac phuong thic bdo vé quyén dan su
theo quy dinh tai Diéu 11 ctia B6 luat Dan su s8 91/2015/QH13 do Qudc Hdi ban
hanh ngay 24 thang 11 nam 2015.

Right to self-protect: To self-protect in accordance with the provisions of the
Laws, or request competent authorities and organizations to take measures to
protect civil rights as prescribed in Article 11 of the Civil Code No. 91/2015/QH13
promulgated by the National Assembly on 24 November 2015.

Quyén khac: Cac quyén khac theo quy dinh clia Phap Luéat va Chinh Sach nay.

Other rights: Other rights in accordance with provisions of the Laws and this
Policy.

5.2. ChuThé DLCN c6 céc nghia vu sau:
Personal Data Subject has these following obligations:

a.

Cung cép day du, chinh xac DLCN khi da déngy cho phép X Ly DLCN clia minh,
dong thdi cap nhat, bd sung DLCN phu hgp véi Muc Dich.

To provide complete and accurate Personal Data upon consenting to the
Processing of their Personal Data, simultaneously, update and supplement
Personal Data in accordance with the Purposes.

Cac nghia vu khac theo quy dinh ctia Phap Luat.
Other obligations in accordance with the Laws.
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1. QUA TRINH XU’ LY DLCN
COURSE OF PERSONAL DATA PROCESSING

6. Muc Pich XtrLy DLCN
Purposes of Personal Data Processing

6.1. Loai DLCN dugc thu thap
Types of collected Personal Data

Tuy thudc vao ddi tugng Chu Thé DLCN va giao dich c6 lién quan véi Cong Ty ma cac loai
DLCN sau day sé dugc thu thap, Xt Ly:

Depending on the Personal Data Subject and transactions related to the Company, the
following types of Personal Data will be collected, Processed:

a. DLCN Co Ban, gobm céac théng tin dinh danh cuia ca nhan theo quy dinh (dp dung
trong hdu hét céc giao dich, bao gébm ca quan hé vé lao déng); va

Basic Personal Data, including personal identification information as prescribed
(applicable on most transactions, including labor relations); and

b. M6t s6 DLCN Nhay Cam, nhu cac thong tin dugc néu tai Diéu 2.10.b, 2.10.e va
2.10.g (Binh Nghia) (dp dung trong quan hé vé lao déng).

Some Sensitive Personal Data, such as those specified in Articles 2.10.b, 2.10.e
and 2.10.g (Definitions) (applicable to labor relations).

6.2. Muc bich

Purposes

Tuy thudc vao déi tugng Cha Thé DLCN va sy dong y ctia Cha Thé DLCN dé, viéc X Ly
DLCN sé dugc tién hanh cho mét hoac nhiéu muc dich sau day (“Muc Dich”):

Depending on the the Personal Data Subject and their consent, the Personal Data
Processing will be carried out for one or more of the following purposes (“Purposes”):

a. Vé cac van dé, giao dich v&i khach hang, ddi tac
Regarding issue, transaction with customers and partners

(i) Nham phuc vu cho viéc danh gid va cung cdp cac san pham va dich vu cla
Cong Ty cho Chii Thé DLCN, nhu:

In order to serve the evaluation and provision of the Company’s products
and services to Personal Data Subject, such as:

- X&c dinh, xdc minh va duy tri théng tin chinh xdc nham xéac dinh Cha
Thé DLCN;

Identifying, verifying and maintaining accurate information in order
to identify Personal Data Subject;

- Lién hé v&i Cha Thé DLCN vé san pham va dich vu cia Céng Ty;
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b.

(ii)

(iii)

Contacting Personal Data Subjetct about the Company’s products
and services;

Nham thuc hién giao dich, hgp déng, thda thuan, va cac tai liéu khac dugc
ky két gitra Cong Ty vGi Chu Thé DLCN va/hodc c6 lién quan dén Cha Thé
DLCN va dich vu khach hang, nhu:

In order to perform transactions, contracts, agreements, and other
documents entered into between the Company with the Personal Data
Subject and/or related to Personal Data Subject and custormer service,
such as:

- Thuec hién cac quyén va nghia vu theo hgp dong, thoéa thuan;
Performing rights and obligations under contract, agreement;

- Thuc hién céc trinh tu, thu tuc va cac cong viéc khac cé lién quan
theo quy dinh ctia Phap Luat va yéu cau clia co quan nha nudc (bao
gém nhung khong gidi han thuc hién viéc boi thudng, gidi phong mat
bang, v.v...);

Performing the procedures, formalities, and other related tasks in
accordance with the Laws and the requirements of state authorities
(including but not limited to compensation, site clearance, etc.);

- Thuc hién dich vu khach hang, giai quyét cac van dé phat sinh tirhgp
dong, thoa thuan hoac khiéu nai, khiéu kién ctia Cht Thé DLCN;
Performing customer service, solving problems arising from
contracts, agreements or complaints, lawsuits of Personal Data
Subject;

Nghién cltu thi trudng va nang cao chat lugng cung (ng san pham, dich vu
clia Cong Ty, nhu:

Conducting market research and improving the quality of providing
product and service of the Company, such as:

- Hiéu ré hon vé nhu cau hién tai va tuong lai cia Chu Thé DLCN khi
str dung cac san pham va dich vu cua Céng Ty;
Better comprehensing Personal Data Subject’s current and future
demand when using the Company’s products and services;

- Cai thién, ndng cao, ca nhan hda cac san pham va dich vu cia Céng
Ty va phat trién cac san pham va dich vu mdi.
Improving, enhancing, and personalizing the Company’s products
and services and developing new products and services.

Vé quan ly doanh nghiép, hoat déng kinh doanh, quan ly nhan su va cac van
dé vé quan tri khac
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Regarding business management, business operation, human resource

management and other administrative issues

(i) Vé quan ly hoat dong kinh doanh va quan ly rdi ro ndi bo

Regarding business operation management and internal risk management

Pam bao muc dich kinh doanh hgp phap ctia Céng Ty trong truong
hop Cong Ty thay can thiét, bao gobm nhung khéng gidi han viéc trao
ddi thdng tin trong ndi bd Cong Ty hodc véi cac di tac, nha cung cap
dich vu cho Cong Ty;

Ensuring the Company’s legitimate business purposes in case that
the Company considers necessary, including without limitation to
exchanging information within the Company, or with other partners
and service providers for the Company;

Phuc vu cac yéu cau hoat dong ndi bd ctia Cong Ty hodc cac Cong
Ty Trong Nhom (bao gom phuc vu muc dich quan ly rui ro, lap ké
hoach va phat trién, kiém todn va van hanh hé théng/mang ludi);
Serving the requirements of internal operation of the Company or
Group Companies (including serving the purposes of risk
management, planning, audit, and system/network operation);

Tuén thi cac thoa thuan, hgp dong gitra Cong Ty va céc bén th ba
khac;

Complying with the agreements and contracts between the
Company and other third parties);

Ve tuyén dung va quan ly nhan sy
Regarding recruitment and human resource management

Tuyén dung va bd tri nhan su (nhu xem xét hd so irng tuyén va chon
Ung vién phu hgp; kiém tra ly lich (néu Phép Luat yéu cau));
Recruitment and staff allocation (such as reviewing applications
and selecting appropriate candidate; background check (where the
Laws required));

Quan ly va thuc hién hgp déng lao dong, thir viéc (nhu thanh toén
lwong, thudng, tuan tha cac quy dinh vé thué, bao hiém xa hoiva cac
quy dinh vé lao déng cé lién quan);

Managing and performing labor contracts and probationary
contracts (such as payment of wage and bonus, adherence to tax
regulations, socialinsurance, and compliance with applicable labor
regulations);

Quan ly va lap ké hoach nhan sy (danh gia, xem xét hiéu qua coéng

viéc clia nhan vién, phat trién ngudn lyc nhan sy va quan ly nhan
tai), quy trinh lam viéc;
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(iii)

Managing and forming human resource plan (evaluating and
assessing employee performance, developing human resource and
managing talent), working process;

Lap k& hoach va quan ly ngan sach va chi phi (lwong, thudng, phuc
Lgi);

Planning and managing budget and expense (wage, bonus and
benefit);

Quan ly va luu gitr ho so nhan su;
Managing and maintaining personnel recodrs;

Quan ly cac phuc lgi cho nhén vién va thanh vién gia dinh ctia nhan
vién (néu c6 ap dung), nhu bao hiém, va cac phuc Lgi vé sic khae;
Managing benefits forempoyees and employees’family members (if
applicable), such as insurance, and health benefits;

Tién hanh kiém tra strc khoe, dao tao OHS (An toan va vé sinh lao
dong);

Conducting medical checkup, training in OHS (Occupational Health
and Safety);

V@& an toan, an ninh ndi bd

Regarding internal safety and security

Pam bao an ninh cho noi lam viéc va nhan vién, bao vé tai san, kiém
soat hoat dong trong Cong Ty va théng tin bdo mat;

Ensuring security for the workplace and staff, protecting property,
controlling activities in the Company and confidential information;

Giam sat noi lam viéc cuia Cong Ty hoac khu vuc xung quanh naoi lam
viéc dudi hinh thirc phuong tién ky thuat cho phép dang ky hinh anh
(giam sat);

Supervising the Company’s workplace or the area around the
workplace in the form of technical means enabling image
registration (supervision);

c. Vé cac van dé tuan thu khac

Regarding other compliance issues

(i)

DE phéi hgp vdi cd quan nha nudc phong ngira va ngan chan vi pham quy
dinh vé bao vé DLCN hodac cac hanh vi vi pham khac va tuén thu cac quy
dinh ctia Phéap Luat va diéu udc quoc t& ma Viét Nam La thanh vién;

Coordinating with state authorities in preventing and combating violations
of regulations on protecting Personal Data or other violations and
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6.3.

6.4.

complying with the provisions of the Laws and international treaties to
which Vietnam is a member;

(i) Thuc hién day du nghia vu béo céo, tai chinh, ké toan, thué;
Fully fulfilling reporting, financial, accounting and tax obligation;

(iii) Thuc hién céc hoat ddng nham muc dich kiém todn, quan ly rdi ro va tuan
thd hodc thuc hién cac thl tuc phéap ly can thiét khéc;
Performing activities for the purposes of auditing, risk managment and
compliance or carrying out other necessary legal procedures;

d. Vé van dé khac: Pé dam bao cac quyén va lgi ich hgp phap clia Cong Ty hodc
phuc vu cho céc giao dich, thu tuc tai co cdu Cong Ty theo yéu cau clia Cong Ty.
Other issues: To ensure the legitimate rights and interests of the Company or to
serve transactions and restructuring procedures of the Company as required by
the Company.

e. Trong trudng hgp can thiét lam ré va/hodc b sung cac Muc Dich tai Diéu 6.2 nay,
Cong Ty sé thuc hién Thong Bao L4y Y Kién va Thong Bao X{r Ly theo quy dinh tai
Diéu 7 va Diéu 8 clia Chinh Sach nay.

In cases where it is necessary to clarify and/or supplement the Purposes under
this Article 6.2, the Company shall issue the Notice To Obtain Opinion and the
Notice Of Processing in accordance with Article 7 and Article 8 of this Policy.

Thay D6i Muc Dich
Change in Purposes

Moi thay d8i va/hodc bd sung vé Muc Dich ban dau da duge Chi Thé DLCN chép thuén sé
dugc Cong Ty danh gia trudc va Cong Ty sé thong béo va ldy y kién Chi Thé DLCN trudc
khi ti€p tuc bat ky viéc X Ly DLCN nao cho (céac) Muc Dich mdi.

Any changes and/or additions to the initial Purposes accepted by the Personal Data
Subject will be evaluated by the Company in advance, and the Company shall notify and
obtain opinion from the Personal Data Subject before continuing any Personal Data
Processing for new Purpose(s).

Chuyén DLCN Ra Nudc Ngoai
Outbound Transfer of Personal Data

Trong qua trinh hoat déng, dé phuc vu bat ky hoac tat ca cac Muc Dich trong qua trinh X(r
Ly DLCN, Céng Ty c6 thé thuc hién Chuyén DLCN Ra Nudc Ngoai cho Cong Ty Trong Nhdm
va/hoac céc cong ty/té chirc nudc ngoai khac vdi diéu kién la hoat déng do phu hop vdi
Phéap Luét. Viéc Chuyén DLCN Ra Nudc Ngoai phai tuan thi Diéu 16 (Chuyén DLCN Ra
Nuéc Ngoai) clia Chinh Sach nay.

During operation, to serve any or all of Purposes during Personal Data Processing, the
Company may carry out Outbound Transfer of Personal Data to Group Company and/or
other overseas companies/organizations provided that such activity is in line with the
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Laws. The Outbound Transfer of Personal Data shall comply with Article 16 (Outbound
Transfer Of Personal Data) of this Policy.

7. SwPong Y ctia Chi Thé DLCN
Consent of Personal Data Subject

7.1. Sy déngycuaChuThé DLCN
Consent of Personal Data Subject

a.

Cong Ty phai c6 su déngy clia Chu Thé DLCN déi véi tat ca cac hoat dong trong
quy trinh X Ly DLCN, trir cac trudng hgp quy dinh tai Diéu 7.3 cta Chinh Sach
nay. Trong trudng hgp ¢ tranh chép, trach nhiém chirng minh sy dongy ctia Cha
Th& DLCN thudc vé& Cong Ty.

The Company must obtain the Personal Data Subject's consent for all activities in
the Personal Data Processing procedure, except for cases specified in Article 7.3
of this Policy. In case of dispute, the responsibility of proving the consent of the
Personal Data Subject belongs to the Company.

Sy déng y ctia Cha Thé DLCN phai dugc thé hién rd rang, cu thé bang van ban,
giong noi, danh d4u vao 6 déngy, cu phap déngy qua tin nhan, chon céc thiét lap
ky thuat dong y hodc qua hanh dong khac, mién (& Chu Thé DLCN tu nguyén va
biét r6 vé cac ndi dung dudi day:

The consent of Personal Data Subject must be clearly expressed, specifically in
writing, by voice, by putting the mark in the consent box, by the syntax of consent
through text messages, by the selection of consent in technical settings, or
through other actions, as long as Personal Data Subject is voluntary and knows
the following contents:

(i) Loai DLCN dugc X Ly;
Type of Persnal Data to be Processed;

(i) (Céac) Muc bich Xtr Ly DLCN;
Purpose(s) of Personal Data Processing;

(iii) T6 chirc, ca nhan dugc Xir Ly DLCN;
Organization and individual eligible for Personal Data Processing;

(iv) Cac quyén, nghia vu ctia Cht Thé DLCN;
Rights and obligations of Personal Data Subject;

(v) Thong bédo dir liéu can X Ly la DLCN Nhay Cam (néu co).
Notice that data to be Processed is Sensitive Personal Data (if any).
Tuy vao quyét dinh ctia Céng Ty trong tirng trudng hgp cu thé, chitiét sy dongy clia

Cha Thé DLCN c6 thé dat dugc thong qua viéc Chi Thé DLCN ky vao 6 chit ky néu
bang hinh thitc gidy hodc xac nhan/ danh dau vao 6 déong y néu bang dinh dang
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7.2.

7.3.

dién t&r (ghi nhan viéc dong y toan b, dong y mét phan hodc vdi diéu kién kém
theo) d6i véi mot trong céc tai liéu sau dugc Cong Ty guri dén Cha Thé DLCN trudc
khi Xt Ly:

Depending on the Company's decision in each specific case, the detailed consent
ofthe Personal Data Subject may be obtained through the Personal Data Subject’s
signing the signature box in the case of paper form, or by confirming/putting mark
in the consent box in the case of electronic form (indicating full consent, partial
consent, or conditional consent) in one of the documents sent by the Company to
the Personal Data Subject before Processing:

(i) Chinh Sach nay; hoac
This Policy; or

(ii) Théng bao lay y kién clia Chii Thé DLCN vé cac ndi dung néu tai Diéu 7.1.b
(“Théng Bao Lay Y Kién”), theo MAu tai Phu Luc 7 cia Chinh Sach nay.
Notice to obtain opinion of Personal Data Subject about the contents
mentioned in Article 7.1.b (“Notice To Obtain Opinion”), in accordance
with the Form provided in Appendix 7 of this Policy.

Chu Thé DLCN c6 thé Qly quyén cho té chirc, cad nhan thay mat Cha Thé DLCN déng y Xur
Ly DLCN, vdi diéu kién Chu Thé DLCN da biét ré va déng y theo quy dinh tai Diéu 7.1.b va
7.1.c ciia Chinh Sach nay, trir trudng hgp Phap Luat cé quy dinh khac.

Personal Data Subject may authorize organization or individual to act on his/her behalf to
give consent to the Personal Data Processing, provided that Personal Data Subject is fully
aware of and consents in accordance with the provisions outlined in Article 7.1.b and
7.1.c of this Policy, unless otherwise provided by the Laws.

Trudng hop Xir Ly DLCN khdng can sy déngy ctia Cha Thé DLCN
Personal Data Processing in case the consent of Personal Data Subject is not required

a.

Trong trudng hop khén cép, can X Ly ngay DLCN c6 lién quan dé bao vé tinh
mang, sui’c khde cua Chu Thé DLCN hodc ngudi khac. Cong Ty c6 trach nhiém
chiing minh trudng hgp nay.

In emergency cases, itis necessary to immediately handle relevant Personal Data
to protect the life and health of the Personal Data Subject or others. The Company
is responsible for proving these cases.

Viéc céng khai DLCN theo quy dinh Phap Luat.

The disclosure of Personal Data which is in accordance with the provisions of the
Laws.

Viéc X Ly DLCN cua cd quan nha nudc c6 thdm quyén trong trudng hop tinh trang
khén cép vé qudc phong, an ninh quéc gia, trat tu an toan xa hoéi, tham hoa ldn,
dich bénh nguy hiém; khi cé nguy co de doa an ninh, quéc phong nhung chua dén
murc ban bé tinh trang khan cép; phong, chéng bao loan, khing bd, phong, chéng
t6i pham va vi pham phap luat theo quy dinh Phap Luat.
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The Personal Data Processing by competent state authorities in case of national
security and national security emergencies, social order and safety, major
disasters or dangerous epidemics; when there is a threat to the national security
of defense, but not to the extent of declaring a state of emergency; preventing and
combating riots, terrorism, preventing and combating crimes and violations of law
in accordance with the provisions of the Laws.

Pé thuc hién nghia vu theo hgp déng ctia Cha Thé DLCN vdi co quan, té chirc, ca
nhan cé lién quan theo quy dinh Phap Luét.

Performing the contractual obligations of Personal Data Subject with relevant
agencies, organizations and individuals in accordance with the provisions of the
Laws.

Phuc vu hoat déng clia cg quan nha nuéc da dugc quy dinh theo luat chuyén
nganh.

Facilitating the activities of state authorities as prescribed by the specialized
regulations.

7.4. Rt lai sy dongy
Consent withdrawal

Viéc rut lai sy dong y sé& khong anh hudng dén tinh hgp phap clia viéc X Ly da
dugc déngy trudc khi rat lai sy déngy.

The consent withdrawal does not affect the lawfulness of the authorized
Processing before the consent withdrawal.

Viéc rut lai su dong y phai dugc thé hién bang van ban cé chit ky cia Chu Thé
DLCN (néu bang hinh thic gidy) hodc dugc Cha Thé DLCN xac nhan (néu qua
phuaong thire dién t).

The consent withdrawal must be expressed in writing, signed by the Personal Data
Subject (in case of paper form) or certified by the Personal Data Subject (in case
of via electronic means).

Khi nhan dugc yéu cau rut lai sy ddng y cia Cht Thé DLCN:

Upon receipt of a request to withdraw the consent from the Personal Data Subject:

(i) Cong Ty thong bao cho Chu Thé DLCN vé céc hau qua va thiét hai c6 thé
xay ra khi rat lai sy dong y, bao gom nhung khéng gidi han viéc xem xét tiép
tuc thuc hién giao dich, néu c6 ap dung; va
The Company shall notify the Personal Data Subject of the consequences
and damage that may occur when the consent is withdrawn, including but
not limited to consideration for further implementation of the transaction,
ifapplicable; and

(i) Cong Ty phai ngirng va yéu cau cac té chic, ca nhan co lién quan ngiing
XU Ly DLCN ctia Chu Thé DLCN do.
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8.1.

8.2.

The Company shall cease and request relevant organizations and
individuals to stop the Personal Data Processing of such Personal Data
Subject.

Thong Bao Xr Ly DLCN
Notice Of Personal Data Processing

Nghia vu thdng bao
Notification obligation

Cong Ty phai théng bao cho Chui Thé DLCN vé viéc X Ly DLCN bang van ban (bang hinh
thirc gidy ho&c dinh dang dién tlr) mét lan trude khi tién hanh X& Ly (“Théng Bao Xir Ly”).
Thong Bao X Ly phai cé cac n6i dung sau:

The Company shall notify the Personal Data Subject of the Personal Data Processing in
writing (in paper or electronic form) in one time before the Processing (“Notice Of
Processing”). Notice Of Processing shall have the following contents:

a. Muc Dich X Ly;
Purposes of Processing;

b. Loai DLCN dugc st dung co6 lién quan tdi Muc Dich X Ly néu trén;

Type of Personal Data to be used relating to the above Purposes of Processing;

c. Cach thire Xt Ly;
Method of Processing;

d. Thong tin vé céc td churc, ca nhan khac cé lién quan tdi Muc Dich X Ly néu trén;
Information on other organizations and individuals related to the above Purposes
of Processing;

e. Hau qua, thiét hai khéng mong muén c6 kha nang xay ra;

Consequences and unwanted damage that are likely to occur;

f. Thdoi gian bat dau, thai gian k&t thic X&r Ly DLCN.
Start time, and end time of Personal Data Processing.

Trudng hgp khong can gliri Thong Bao Xir Ly:
Cases which it is not required to send Notice Of Processing:

a. Cha Thé DLCN da biét rd va dong y toan bo vdi ndi dung quy dinh tai Diéu 8.1 cla
Chinh Séach nay trudc khi déngy cho Cong Ty tién hanh thu thap DLCN; hoac
Personal Data Subject has clearly known and consented wholly to the contents
specified in Article 8.1 of this Policy before agreeing to the Company‘s collection
of Personal Data; or
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8.3.

9.1.

b. Chui thé DLCN da déng y véi Chinh Sach nay; hoac

Personal Data Subject has consented to this Policy; or

c. DLCN dugc xtr ly bdi cd quan nha nudc c6 thdm quyén véi muc dich phuc vu hoat
déng clia co quan nha nudc theo quy dinh ctia Phap Luét.
Personal Data is processed by competent state authorities to serve the operation
of state authorities in accordance with the Laws.

Thong Bao Xur Ly
Notice Of Processing

Khéng ké quy dinh tai Diéu 8.2.a. néu trén, trong trudng hop can thiét lam rd bat ky noi
dung tai Diéu 8.1 cho Chi Thé DLCN, Cong Ty sé guri Thong Bao X Ly dén Cha Thé DLCN
trude khi tién hanh X Ly. D& thuan tién, ndi dung Thong Bdo XU Ly sé dugc gdp chung vao
Théng Bao Lay Y Kién (theo mau tai Phu Luc 7) d& Cha Thé DLCN biét va dong y ngay tir
dau. Cong Ty sé khoéng can gl thém Thong Bao X Ly riéng biét (trir khi c6 thay ddi, bd
sung ndi dung théng bao hodc Céng Ty nhan thay céan thiét).

Notwithstanding the provisions of Article 8.2.a above, in cases where it is necessary to
clarify any content in Article 8.1 for the Personal Data Subject, the Company shall send
the Notice Of Processing to the Personal Data Subject before proceeding with the
Processing. For convenience, the contents of the Notice Of Processing will be
incorporated into the Notice To Obtain Opinion (according to the form in Appendix 7) so
that the Personal Data Subject shall know and can provide consent from the beginning.
The Company shall not be required to send a separate Notice Of Processing (unless there
are changes or additions to the notification or the Company deems it necessary).

Cach Thire X Ly va Lwu Trir DLCN

Methods of Processing and Storing Personal Data

Céch thue Xur Ly
Methods of Processing

Chu Thé DLCN dbng y rang DLCN c6 thé dugc xir ly bang bat ky phuong thirc nao theo
Chinh Sach va/hoac phuong thitc phu hgp khac theo quyét dinh clia Céng Ty trong tirng
thoi ky, bao gobm nhung khong gidi han cac hanh déng thu thap, ghi, phéan tich, xac nhan,
luu trl, chinh slra, cong khai, két hop, truy cap, truy xuét, thu hoi, méa hoa, giai ma, sao
chép, chia sé, truyén dua, cung cap, chuyén giao, xda, hily di¥ liéu cé nhan va/hoéac céac
hanh dong khéac co thé tac déng téi DLCN, théng qua hinh thirc thd cong (tai liéu gidy), hé
théng may mdc, thiét bi, phuong tién dién t&, phan mém, ing dung (dinh dang s6, dién
tr), hoac cac hinh thirc khac phu hgp véi quy dinh ctia Phap Luat Viét Nam va dam bao
day du cac bién phap bao vé, bao mat theo quy dinh tai Chinh Sach nay.

The Personal Data Subject agrees that Personal Data may be processed by any method in
accordance with this Policy and/or any other appropriate method at the discretion of the
Company from time to time, including but not limited to actions of collecting, recording,
alnalyzing, verifying, storing, modifying, disclosing, combining, accessing, retrieving,
revoking, encrypting, decrypting, copying, sharing, transmitting, providing, transfering,
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deleting, destroying personal data, and/or other actions that may be affect Personal Data,
through manual methods (paper documents), mechanical systems, devices, electronic
means, software, applications (digital or electronic formats), or other forms in compliance
with the Laws of Vietnam and ensuring full protective and security measures as stipulated
in this Policy.

9.2. Thaigian X Ly DLCN
Duration of Personal Data Processing

a.

Thoi gian bat dau: Phu thudc vao sy dong y cia Cha Thé DLCN theo Piéu 7 (Su
Pong Y ctia Chu Thé DLCN) va Piéu 8 (Thong Bao X{r Ly DLCN) ctia Chinh Sach
nay, Coéng Ty bat dau thuc hién cac hoat déng Xur Ly DLCN keé tir thdi diém Céng Ty
dugc cung cdp DLCN.

Starting time: Subject to the consent of the Personal Data Subject under Article 7
(Consent of the Personal Data Subject) and Article 8 (Notice Of Processing) of this
Policy, the Company shall commence Personal Data Processing activities from
the time the Company is provided with the Personal Data.

Thai diém két thac: Cong Ty cham dit X&r Ly DLCN khi Muc Dich X Ly DLCN da
dat dugc, trir khi viéc X Ly DLCN bi ngirng hodc chdm ditt theo Chinh Sach nay
hoac quy dinh cia Phap Luat ¢ lién quan.

Ending time: The Company shall cease the Personal Data Processing once the
Purposes of Personal Data Processing have been achieved, unless the Personal
Data Processing is suspended or terminated in accordance with this Policy or
relevant Laws.

9.3. T8 churc, ca nhan lién quan dén Xur Ly DLCN
Organizations and individuals involved in the Personal Data Processing

a.

Coéng Ty va nhirng ngudi quan ly, nhan sy co trach nhiém lién quan dén cong viéc
va/hodc giao dich ctia Cong Ty;

The Company and its managers, personnel responsible for tasks and/or
transactions of the Company;

Co quan nha nudc c6 thdm quyén;
Competent state authorities;

Céc t6 chirc, ca nhan thuc hién viéc X&r Ly DLCN thay méat Cong Ty, théng qua mot
hop dong hoac thoa thuén véi Cong Ty (Bé&n Xir Ly DLCN); va

Organizations and individuals that conduct the Personal Data Processing on
behalf of the Company through a contract or agreement with the Company
(Personal Data Processor); and

Cong Ty Trong Nhém, Bén Thir Ba, cac co quan, t6 chirc, ca nhan khac lién quan

tdi Muc Dich, tuy tirng Muc Dich cu thé, cung nhirng ngudi quan ly, nhan sy ctia ho
theo thoa thuan vai Cong Ty.
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9.4.

9.5.

Group Company, Third Parties, agencies, organizations, and other individuals
related to the Purposes, depending on each particular Purposes, along with their
managers and personnel as agreed with the Company.

Céc td chirc, ca nhan trén phai cam két tuan tha cac bién phap bao vé, bdo mat DLCN
theo Chinh Sach nay va céc quy dinh cta Phap Luét.

The above organizations and individuals must commit to complying with the Personal
Data protection and security measures in accordance with this Policy and the regulations
of the Laws.

H&u qua, thiét hai khéng mong muén c6 kha nang xay ra trong qua trinh Xt Ly DLCN

Consequences and unexpected damage that are likely to occur during Personal Data
Processing

DLCN c6 thé bi rd ri cho bén khac khéng duge Chu Thé DLCN cho phép Xt Ly DLCN méac
du Cong Ty da ap dung day du céc bién phap theo quy dinh tai Chwong Il (Bién Phap Bao
Vé, Bao Mat DLCN) clia Chinh Sach nay trong qué trinh X Ly DLCN ctia Chui Thé DLCN.

The Personal Data may be leaked to other parties who are not authorized by the Personal
Data Subject to conduct Personal Data Processing, despite the Company having fully
implemented the measures stipulated in Chapter Ill (Personal Data Protection and
Security Measures) of this Policy during the Personal Data Processing of Personal Data
Subject.

Luu trir DLCN
Storage of Personal Data

a. Cong Ty duogc luu trir DLCN theo hinh thirc phu hgp véi hoat dong clia minh, véi
bién phap bao vé DLCN phu hgp véi Chinh Sach nay va Phap Luat.
The Company may store Personal Data in the form suitable to its operation, with
Personal Data protection measures in accordance with this Policy and the Laws.

b. DLCN dugec luu trit trong khoang thai gian phu hgp véi Muc Bich XU Ly, trir trudng
hgp Phap Luat c6 quy dinh khac.

Personal Data shall be stored for a period of time appropriate to the Purposes of
Processing, unless otherwise provided by the Laws.

C. Nhat ky hé thong qua trinh X&r Ly DLCN
System Logs of Personal Data Processing

(i) Coéng Ty sé ghi lai va luu trit nhat ky hé thong qua trinh X Ly DLCN (“Nhéat
Ky”).
The Company will record and store system logs of the Personal Data
Processing procedure (“Logs”).

(i) Né&u Phéap Luat khéng cé quy dinh khac, Nhat Ky sé bao gom céc ndi dung
sau day:
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10.

10.1.

Unless otherwise provided by the Laws, the Logs will include the following
contents:

Chinh Stra DLCN

Thong Béo Lay Y Kién (da bao gom ndi dung Thong Bdo Xr Ly);
Notice To Obtain Opinion (covering the content of the Notice Of
Processing);

Sy dong y ctia Cha Thé DLCN theo quy dinh tai Diéu 7 (Su Dong Y
ctia Cha Thé DLCN) ctia Chinh Sach nay;

Consent of Personal Data Subject specified in Article 7 (Personal
Data Subject Consent) of this Policy;

Quy trinh X{r Ly DLCN trén thuc t& (ké ca viéc Chuyén DLCN Ra Nudc
Ngoai);

Procedure of Personal Data Processing in practice (including
Outbound Transfer of Personal Data);

Cac yéu cau bé sung cia Chii Thé DLCN trudc, trong va sau qué trinh
XU Ly (néu c6) va quy trinh, k&t qua giai quyét yéu cau do;
Additional requests from the Personal Data Subject before, during
and after the procedure of Processing (if any) and the procedure,
result of settlement of such requests;

Mé ta vé bién phap bao vé, bdo mat bé sung khac céc bién phap quy
dinh tai Chinh Sach nay va ly do ap dung bién phap do;

Description of additional protection and security measures
specified in this Policy and reasons for application of such
measures;

Yéu cau clia co quan nha nudc lién quan dén DLCN va quy trinh, két
qua giai quyét yéu cau do;

Request of state authorities relevant to the Personal Data and the
procedure, the result of the settlement of such request;

Sy C6 va/hoéc cac trudng hgp vi pham va qua trinh giai quyét theo
Piéu 24 (Quy Trinh Quan Ly Su C6).

Incident and/or violations and resolution procedure in accordance
with Article 24 (Incident Management Procedure).

Rectification of Personal Data

Khi nhan dugc yéu cau chinh sira DLCN tir Cha Thé DLCN theo quy dinh tai Diéu 5.1.c
(Quyén truy cép) ctia Chinh Sach nay, Cong Ty sé phai:

Upon receiving request for Personal Data rectification from the Personal Data Subject in
accordance with Article 5.1.c (Right to access) of this Policy, the Company shall:
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10.2.

11.

a. Né&u c6 thé chinh sira: Chinh stra DLCN ctia Ch Thé DLCN ngay khi c6 thé hodc
theo quy dinh ctia Phap Luat chuyén nganh.

Ifrectification is possible: Rectify the Personal Data of the Personal Data Subject
as soon as possible or in accordance with the provisions of specialized Laws.

b. Né&u khéng thé chinh stra: Thong bao tdi Chii Thé DLCN sau 72 gid ké tir khi nhan
dugc yéu cau chinh stra DLCN cia Cha Thé DLCN.

If rectification is not possible: Notify the Personal Data Subject within 72 hours
from receiving the request for rectification of the Personal Data of the Personal
Data Subject.

Cong Ty c6 thé déngy bang van ban cho Bén X Ly DLCN, B&n Thi Ba chinh stra DLCN sau
khi da co6 su dongy ctia Chii Thé DLCN.

The Company may give consent in writing to the Personal Data Processor or Third Parties
to rectify the Personal Data after obtaining the consent of the Personal Data Subject.

Cung Cap DLCN
Provision of Personal Data

Truong hop cung cdp DLCN

Cases in which Personal Data is provided

Trir trwdng hgp quy dinh tai Piéu 11.2 clia Chinh Sach nay va trudng hgp khac theo quy
dinh ctia Phap Luat, Céng Ty sé cung cdp DLCN cutia Chii Thé DLCN:

Unless otherwise provided by Article 11.2 of this Policy and other cases provided by the
Laws, the Company will provide Personal Data of Personal Data Subject:

a. cho Ch Thé DLCN, khi Cht Thé DLCN yéu cau;
to Personal Data Subject, when Personal Data Subject requires;

b. cho t6 chirc, c4 nhan khéc, khi cé si ddngy ciia Chd Thé DLCN; va/hoéc

to other organizations and individuals, upon obtaining the consent of Personal
Data Subject; and/or

c. cho t8 chitc ho&c cé nhan khac thay méat Chu Thé DLCN, khi Chti Thé DLCN doéng
y cho phép dai dién va Gy quyén.
to other organizations or individuals on behalf of the Personal Data Subject, upon
the Personal Data Subject agrees to the representation and authorization.

Trudng hop khong dugc cung cap DLCN
Cases in which Personal Data is not provided

Coéng Ty khong cung cap DLCN trong trudng hop:
The Company shall not provide Personal Data in the following case:

a. Gay tén hai tdi quéc phong, an ninh qudc gia, trat ty an toan xa hoi;
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Where it causes harm to national defense and security, social order and safety;

Viéc cung cdp DLCN ctia Cha Thé DLCN c6 thé anh hudng téi sy an toan, strc khoe
thé chéat hoac tinh than chia ngudi khac;

Where the provision of Personal Data of Personal Data Subject may affect the
safety, physical or mental health of others;

Cha Thé DLCN khéng déng y cung cép, cho phép dai dién hodc Gy quyén nhéan
DLCN.

Where Personal Data Subject does not agree to provide or permit the
representation or authorization to receive the Personal Data.

11.3. Céach thic yéu cau cung cdp DLCN
Methods of requesting for provision of Personal Data:

a.

Chu Thé DLCN truc tiép hodc Gy quyén cho ngudi khac dén tru sd chinh ctia Cong
Ty dé yéu cau cung cdp DLCN.

Personal Data Subject directly or authorizes another person to attend at the
Company’s head office to request the provision of Personal Data.

Nguoi ti€p nhan yéu cau c6 trach nhiém hudng dan ngudi yéu cau dién vao phiéu
yéu cau DLCN theo MAu tai Phu Luc 1 (Phi€u Yéu Cau Cung C4p DLCN danh cho
cé nhan) va Phu Luc 2 (Phiéu Yéu Cau Cung C4p DLCN danh cho doanh nghiép,
t6 chirc) dinh kém Chinh Sach nay (goi chung la “Phiéu Yéu Cau”).

The person receiving the request shall be responsible for instructing the requester
to fill in the Personal Data request form according to the Forms in Appendix 1
(Request For Provision Of Personal Data for individual) and Appendix 2 (Request
For Provision Of Personal Data for enterprise and organization) attached to this
Policy (collectively called “Request Form”).

Trudng hop ngudi yéu cau khong biét chit, hodc bi khuyét tat khdng thé viét yéu
cau thi ngudi ti€p nhan yéu cau cé trach nhiém giup dién cac ndi dung vao Phiéu
Yéu Cau.

In case the requester is illiterate or has a disability and cannot write the request,
then the request-receiver is responsible for helping fill in the contents in the
Request Form.

GUri Phiéu Yéu Cau néu trén qua phuong thirc dién tl, dich vu buu chinh hodc fax
dén CongTy.

Sendthe above-mentioned Request Form via electronic method, postal service or
facsimile to the Company.

Ngoai ra, trudng hop yéu cau theo Piéu 11.1(b) va 11.1(c) ctua Chinh Sach nay thi phai
kém theo van ban déngy clia ca nhéan, té chirc lién quan.

In addition, in case of requesting under Articles 11.1(b) and 11.1(c) of this Policy, it must
be accompanied by the written consent of the relevant individual or organization.
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11.4.

12.

12.1.

Ti€p nhan va giai quyét yéu cau cung cap DLCN

Receving and handling requests for Personal Data provision

a.

Cong Ty c6 trach nhiém tié€p nhan yéu cau cung cdp DLCN va theo dbi qua trinh,
danh sach cung cdp DLCN theo yéu cau.

The Company is responsible for receiving requests for Personal Data provision and
monitoring the process and list of provided Personal Data as requested;

Khi nh&n dugc yéu cau cung cap dir DLCN hgp L&, Cong Ty ¢6 trach nhiém:
Upon receipt of a valid request for the Personal Data provision, the Company is
responsible for:

(i) théng bao veé thdi han, dia diém, hinh thirc cung cdp DLCN; chi phi thuc té
dé in, sao, chup, gui thong tin qua dich vu buu chinh, fax va phuong thirc,
th&i han thanh toan; va
notifying of the time-limit, location, form of Personal Data provision; actual
costs for printing, copying, photographing and sending information via
postal and facsimile services and payment methods and time; and

(i) cung cdp DLCN trong 72 gid sau khi c6 yéu cau clia Cha Thé DLCN hoac
thdi gian khac phu hop dé chudén bi, trir trudng hgp Phap Luat cé quy dinh
khac.
providing Personal Data within 72 hours after receiving the request from
the Personal Data Subject or other suitable time for preparation, unless
otherwise provided by the Laws.

Trudng hgp DLCN dugce yéu cau khdng thudc tham quyén thi Céng Ty nhan dugc
yéu cau phai théng bédo va hudng dan t8 chirc, ca nhan yéu cau dén co quan cé
tha&m quyén hodc thong bao ré rang viéc khéng thé cung cdp DLCN.

If the requested Personal Data is outside the scope of authority, the Company
receiving the request must notify and guide the requesting organization or
individual to the competent authority or clearly inform them that the Personal Data
cannot be provided.

Han Ché, Ngirng Xir Ly DLCN
Restrict, Stop Personal Data Processing

Han ché& Xt Ly DLCN
Restriction of Personal Data Processing

Trong vong 72 gid sau khi c6 yéu cau han ché viéc Xir Ly DLCN cua Chu Thé DLCN, viéc
han ché& Xt Ly DLCN dugc thuc hién v@i toan bd DLCN ma Chu Thé DLCN yéu cau han
ché, trir trvdng hgp Phap Luét cé quy dinh khac.

Within 72 hours after receiving the request from Personal Data Subject to restrict Personal
Data Processing, the restriction on Personal Data Processing is performed to all Personal
Data requested by Personal Data Subject, unless otherwise provided by the Laws.
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12.2.

13.

13.1.

13.2.

Ngirng Xtr Ly DLCN
Stop Personal Data Processing

Trong vong 72 gid sau khi nhan dugc yéu cau phan déi viéc X Ly DLCN tir Chi Thé DLCN
theo Piéu 5.1.h (Quyén phan d6i X Ly DLCN) ctia Chinh Sach nay, Cong Ty phai thuc hién
yéu cau clia Ch Thé DLCN, trir trudng hgp Phap Luéat c6 quy dinh khéc.

Within 72 hours after receiving the request to object to Personal Data Processing in
accordance with Article 5.1.h (Right to object to Personal Data Processing) of this Policy,
the Company must comply with the request of Personal Data Subject, unless otherwise
provided by the Laws.

Xéa, Hay DLCN
Deletion and Destruction of Personal Data

Trudng hop dugc yéu cau x6a DLCN
Cases of request for deletion of Personal Data

Cha Thé DLCN dugc yéu cau Cong Ty x6a DLCN clia minh trong céc trudng hgp sau:

Personal Data Subject may request the Company to delete his/her Personal Data in the
following cases:

a. Nhén thay khong con cén thiét cho Muc Pich thu thap da déngy va chdp nhan céac
thiét hai c6 thé xay ra khi yéu cau x6a DLCN;

Realizing that the Purposes for which was collected is not necessary and accept
damage that may be caused by the deletion of Personal Data;

b. Rut lai sy déngy;
Withdrawing the consent;

c. Phan déi viéc X Ly DLCN va Cong Ty khéng cé ly do chinh dang dé tiép tuc X Ly;
Objecting to Personal Data Processing and the Company does not have a
legitimate reason to continue Processing;

d. DLCN dugc X Ly khong dung vai Muc Pich da dong y hoac viéc X Ly DLCN L4 vi
pham quy dinh clia Phap Luat;

The Personal Data is Processed for Purposes other than those that agreed or the
Personal Data Processing is in breach of the Laws;

e. DLCN phai xéa theo quy dinh ctia Phap Luét.
Personal Data must be deleted in accordance with the provisions of the Laws.

Truong hgp khong dugce xéa DLCN
Cases in which Personal Data cannot be deleted
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Viéc x6a DLCN sé khong ap dung khi c6 dé nghi ctia Cha Thé DLCN trong céc trudng hop
sau:

Personal Data deletion shall not be applied when being requested by Personal Data
Subject in the following cases:

a. Phap Luat quy dinh khong cho phép x6a DLCN;
The Laws stipulates that Personal Data deletion is not allowed;

b. DLCN da duogc cong khai theo quy dinh ctia Phap Luét;
Personal Data has been made public in accordance with the Laws;

C. DLCN dugc xtr ly bdi co quan nha nudc cé thdm quyén véi muc dich phuc vu hoat
déng clia co quan nha nudc hodc nhdm phuc vu yéu cau phap ly, nghién cttu khoa
hoc, thong ké theo quy dinh clia Phép Luéat;

Personal Data is processed by competent state authorities for the purposes of
serving the operation of state authorities or serving legal requirements, scientific
research, and statistics as prescribed by the Laws;

d. Trong trudng hgp tinh trang khan cép vé qudc phong, an ninh quéc gia, trat tu an

toan xa hoi, tham hoa L&n, dich bénh nguy hiém; khi cé nguy cd de doa an ninh,
quéc phong nhung chua dén muc ban bé tinh trang khan cap; phong, chdng bao
loan, khing bd, phong, chéng tdi pham va vi pham Phép Luét;
In case of national defense and security, social order and safety, major disasters
ordangerous epidemics; when there is a threat to national security or defense but
notto the extent of declaring a state of emergency; control and prevention of riots,
terrorism, prevention and combating crime and violations of the Laws;

e. Ung phé véi tinh hudng khan cdp de doa dén tinh mang, siic khde hodc sy an toan
clia Chu Thé DLCN hoéc ca nhan khac.

Response to an emergency that threatens the life, health or safety of Personal
Data Subject or other individual.

13.3. Trudng hop xéa vinh vién DLCN
Cases in which Personal Data is permanently deleted

Cong Ty x6a va khdng thé khdi phuc DLCN trong cac trudng hop sau:
The Company delete and cannot recover Personal Data in the following cases:

a. Xl Ly khéng dung Muc Dich hodc da hoan thanh Muc Dich X&r Ly DLCN dugc Chu
Thé DLCN dongy;
Processing for improper Purposes or the Purposes of Personal Data Processing
has been fulfilled with the consent of Personal Data Subject;

b. Viéc luu trir DLCN khong con can thiét véi hoat déng ctia Cong Ty;
The storage of Personal Data is no longer necessary for the Company’s operation;
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13.4.

14.

14.1.

c. Cong Ty bi gidi thé hoac khong con hoat ddng hodc tuyén b8 pha san hoac bi chdm
dirt hoat dong kinh doanh theo quy dinh cuia Phap Luéat.
The Company is dissolved or no longer operates or declares bankruptcy or has its
business operations terminated in accordance with the provisions of the Laws.

Giai quyét yéu cau x6a DLCN
Handling requests for Personal Data deletion

Viéc x6a DLCN dugc thuc hién trong 72 gid sau khi cé yéu cau ctia Chi Thé DLCN véi toan
b6 DLCN ma Céng Ty thu thap duagc, trir treong hop Phép Luat cé quy dinh khéc.

The Personal Data deletion shall be made within 72 hours after receiving the request from
Personal Data Subject with all Personal Data collected by the Company, unless otherwise
determined by the Laws.

Xtr Ly DLCN Trong Cac Trwong Hop Pac Biét
Personal Data Processing in Special Cases

DLCN Nhay Cam
Sensitive Personal Data

Ngoai cac quy trinh X Ly va bién phap bao vé DLCN quy dinh tai ctia Chinh Sach nay,
Coéng Ty phai co trach nhiém sau doi véi DLCN Nhay Cam:

In addition to the Processing procedure and Personal Data protective methods specified
by this Policy, the Company has the following responsibility in respect of the Sensitive
Personal Data:

a. Chi dinh B& Phan Phu Trach, nhan sy phu trach va trao ddi théng tin vé Bd Phan
Phu Trach, cd nhan phu trach bao vé DLCN Nhay Cam véi Co Quan Chuyén Trach.
Appointing the Department In Charge, personnel in charge and communicating
information about the Department In Charge and individual in charge of Sensitive
Personal Data protection with the Specialized Authority.

b. Théng bao cho Chi Thé DLCN biét viec DLCN Nhay Cam ctia Chu Thé DLCN dugc

XU Ly, trir trwdng hop quy dinh tai Diéu 8.2 (Trudng hgp khong can gui Thong Bao
XU Ly), Diéu 7.3 (Trudng hgp X&r Ly DLCN khéng can sy ddngy clia Chi Thé DLCN)
va DLCN thu dudgc tir hoat déng ghi &m, ghi hinh tai ngi cong céng néu tai Diéu
14.3 cua Chinh Sach nay.
Notifying the Personal Data Subject about the Processing of Sensitive Personal
Data of Personal Data Subject, unless otherwise provided by Article 8.2 (Cases
which it is not required to send Notice of Processing), Article 7.3 (Personal Data
Processing in cases where the consent of Personal Data Subject is not required)
and the Personal Data obtained from video recording, recording in public places
mentioned in Article 14.3 of this Policy.
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14.2. DLCNclatréem

Children’s Personal Data

XU Ly DLCN cuia tré em ludn dugc thuc hién theo nguyén tac bao vé cac quyén va
vi lgi ich t8t nhat clhia tré em.

Children's Personal Data Processing shall always be carried out in accordance
with the principle of protecting the rights and for the best interests of children.

Viéc XU Ly DLCN cla tré em phai c6 sy dong y clia tré em trong trudng hop tré em
tir A0 7 tudi trd lén va ¢ su dong y clia cha, me hodc ngudi giam ho theo quy dinh,
trir trwdng hgp quy dinh tai Diéu 7.3 (X Ly DLCN khéng can sy dong y ctia Chu
Thé& DLCN). Cong Ty phai xac minh tudi cua tré em trude khi X Ly DLCN cua tré
em.

Processing of children’s Personal Data must have the consent of the child in case
the child is 7 years of age or older and with the consent of their parents or
guardians as prescribed, unless otherwise specified in Article 7.3 (Personal Data
Processing in cases where the consent of Personal Data Subject is not required).
The Company must verify the age of children before Processing children's
Personal Data.

Ngurng X Ly, xéa DLCN culia tré em
Stop Processing, delete children’s Personal Data

Trir trwong hgp Phap Luat co quy dinh khac, Cong Ty phai ngirng X Ly DLCN cua
tré em, x6a khong thé khéi phuc hodc hily DLCN cua tré em trong trudng hop:
Unless otherwise provided by the Laws, the Company shall stop, irreversibly
delete or destroy children’s Personal Data in the following cases:

(i) X Ly DLCN khéng dung Muc Dbich hoac da hoan thanh Muc bich Xur Ly
DLCN dugc Chu Thé DLCN déngy;
Personal Data Processing is for improper Purposes or the Purposes of

Personal Data Processing agreed by Personal Data Subject has been
fulfilled;

(ii) Cha, me hoédc ngudi giam hd cla tré em rut lai sy dong y cho phép X Ly
DLCN cua tré em; va

The parent or guardian of the child withdraws his/her consent to
Processing the child's Personal Data; and

(iii) Theo yéu cau cua cd quan chic nang cé thdm quyén khi c6 dd can ci
chirng minh viéc X Ly DLCN gy anh hudng téi quyén va Lgi ich hgp phap
cliatré em.

At the request of a competent authority when there are sufficient
evidences to prove that the Personal Data Processing affects the
legitimate rights and interests of children.
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14.3.

15.

15.1.

15.2.

DLCN khac
Other Personal Data

Cac hoatdéng X Ly DLCN dac thu khac nhu DLCN thu dugc tir hoat dong ghi am, ghi hinh
tai ngi céng cong; DLCN cua ngudi bi tuyén bd mat tich, da chét; va DLCN trong kinh
doanh dich vu tiép thi, gigi thiéu sdn phdm quang cdo phai tuan th quy dinh cta Phap
Luat.

Other specific Personal Data Processing activities such as Personal Data obtained from
video recording, recording in public places; Personal Data of persons declared missing or
dead; and Personal Data in the business of marketing services, introduction of advertising
products shall comply with provisions of the Laws.

Panh Gia Tac Pong Xir Ly DLCN
Assessment on the Impact of Personal Data Processing

Trach nhiém l&p va luu gilr H6 s danh gia tac dong
Responsibilities for making and storing an impact assessment Dossier

Cong Ty lap va luu gitr H6 so danh gia tac dong Xur Ly DLCN cGia minh ké tir thoi diém bat
dau Xt Ly DLCN (“H6 So Panh Gia Trong Nwéc”). Ho6 So Danh Gia Trong Nudc dugc xac
lap b&ng van ban c6 gia tri phap ly va bao gom céac ndi dung dugdc liét ké tai Muc 2 ctia Phu
Luc 3 (Théng Bao Gl H6 So Danh Gia Tac Dong Xir Ly DLCN) ctia Chinh Sach nay.

The Company makes and stores Dossier on the impact assessment of its Personal Data
Processing from the time of commencement of Personal Data Processing (“Domestic
Assessment Dossier”). Domestic Assessment Dossier shall be established in writing
with the legal validity and include contents listed in Section 2 of Appendix 3 (Notice On
Submission Of Dossier For Assessment Of Impact Of Personal Data Processing) of this
Policy.

Théng bao, diéu chinh va cap nhat

Notification, adjustment and update

Cong Ty phai dam bao:
The Company shall ensure:

a. H® SoPanh Gia Trong Nudc phailuén cé s&n dé phuc vu hoat déng kiém tra, danh
gia ctia Co Quan Chuyén Trach;
Domestic Assessment Dossier must always be available for inspection and
evaluation by the Specialized Authority;

b. GUi Ca Quan Chuyén Trach 01 ban chinh Théng bao theo M4u tai Phu Luc 3 (Théng
Bao Gl H6 SoDanh Gia Tac BDong Xir Ly DLCN) ctia Chinh Sach nay trong vong 60
ngay ké tir ngay tién hanh Xur Ly DLCN;

To send to the Specialized Authority 01 original copy of Notification according to
Form in Appendix 3 (Notice On Submission Of Dossier For Assessment Of Impact
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Of Personal Data Processing) of this Policy within 60 days from the date of
Personal Data Processing;

Hoan thién H6 So Panh Gia Trong Nudc theo yéu cau clia Ca Quan Chuyén Trach
trong trudng hop chua day da va dang quy dinh;

To complete Domestic Assessment Dossier as required by the Specialized
Authority in case the application is incomplete and not in accordance with
regulations;

Cap nhat, b8 sung H6 So Panh Gia Trong Nudc khi cé sy thay ddi vé néi dung cla
H® So Panh Gia Trong Nudc da glti cho Co Quan Chuyén Trach, theo Mau tai Phu
Luc 4 (Théng Bao Thay P8i Noi Dung H6 So Danh Gia Tac Bong) clia Chinh Sach
nay.

To update and supplement the Domestic Assessment Dossier when there is a
change in the contents of the Domestic Assessment Dossier sent to the
Specialized Authority, according to Form in Appendix 4 (Notice On Change Of
Dossier For Impact Assessment) of this Policy.

16.  Chuyén DLCN Ra Nuéc Ngoai
Outbound Transfer of Personal Data

16.1. Diéu kién, thi tuc Chuyén DLCN Ra Nudc Ngoai
Condition and procedure for Outbound Transfer of Personal Data

DLCN ctlia cdng dan Viét Nam dugc chuyén ra nudc ngoai trong trudng hgp Cong Ty thuc
hién céac thu tuc sau:

Personal Data of Vietnamese citizens shall be permitted to transfer overseas in case the
Company carries out the following procedures:

a.

Lap Hb so danh gia tdc dong Chuyén DLCN Ra Nudc Ngoai (“H6 So Panh Gia
Nudc Ngoai”);

Preparing a Dossier for Assessment on Impact of Outbound Transfer of Personal
Data (“Outbound Assessment Dossier”);

H® SoDanh Gia Nudc Ngoai phai luén c6 sdn dé phuc vu hoat dong kiém tra, danh
gia ctia B4 Cong an;

Outbound Assessment Dossier must always be available for inspection and
evaluation by the Ministry of Public Security;

GUi Co Quan Chuyén Trach 01 ban chinh Théng bao theo MAu tai Phu Luc 5 (H6
So Danh Gia Tac BDong Chuyén DLCN Ra Nudc Ngoai) ctia Chinh Sach nay trong
vong 60 ngay ké tir ngay tién hanh X Ly DLCN; va

To send to the Specialized Authority 01 original copy of the Notification according
to Form in Appendix 5 (Dossier For Assessment Of Impact Of Personal Data
Overseas Transfer) of this Policy within 60 days from the date of Personal Data
Processing; and
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16.2.

16.3.

d. Théng bao bang van ban glti Co Quan Chuyén Trach théng tin vé viéc Chuyén
DLCN Ra Nudc Ngoai va chi tiét lién lac clia té chirc, cd nhan phu trach sau khi
viéc viec Chuy&n DLCN Ra Nudéc Ngoai dién ra thanh cong.

To notify in writing the Specialized Authority about the Outbound Transfer of
Personal Data and contact details of the organization, individual in charge after
the Outbound Transfer of Personal Data has successfully taken place.

Bén X Ly DLCN, Bén Thit Ba Chuyén DLCN Ra Nudc Ngoai ty chiu trach nhiém tuén thi
céc diéu kién, th tuc Chuyén DLCN Ra Nudc Ngoai theo quy dinh ctia Phép Luét.

Personal Data Processor, Third Parties conducting Outbound Transfer of Personal Data
shall comply with conditions and procedures for Overseas Transfer of Personal Data as
prescribed by the Laws.

Piéu chinh va cap nhat

Amendment and update

Cong Ty phai dam bao:
The Company shall ensure:

a. Hoan Thién H6 SoDanh Gia Nudc Ngoai theo yéu cau clia Co Quan Chuyén Trach
trong trudng hgp chua day di va dang quy dinh.
To fulfill Outbound Assessment Dossier upon request of the Specialized Authority
in case of [the dossier is] incomplete and not in accordance with regulations;

b. Cap nhat, b6 sung H6 SaDanh Gia Nudc Ngoai khi co sy thay déi vé ndi dung H6
SoDanh Gia Nudc Ngoai da giri cho Co Quan Chuyén Trach, theo Mau tai Phu Luc
4 (Thdng Bao Thay D8i Noi Dung H6 So Danh Gia Tac Pong) clia Chinh Sach nay.
To update and supplement the Outbound Assessment Dossier when there is any
change in the contents of the Outbound Assessment Dossier sent to the
Specialized Authority, according to Form in Appendix 4 (Notice On Change Of
Dossier For Impact Assessment) of this Policy.

Thai gian hoan thién H6 So Nudc Ngoai la 10 ngay ké tir ngay yéu cau.
The time to complete the Outbound Assessment Dossier is 10 days from the date of
request.

Viéc Chuy&n DLCN Ra Nudc Ngoai phai ngirng theo yéu cau clia B6 Céng an trong céac
truong hgp:

The Outbound Transfer of Personal Data has to be stopped upon request of the Ministry of
Security in the following cases:

a. Khi phat hién DLCN dugc chuyén dugc sir dung vao hoat dong vi pham Lgi ich, an
ninh quéc gia clia Viét Nam;
When detecting that the transferred Personal Data is used for activities that violate
the national interests and security of Vietnam;
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17.

17.1.

17.2.

b. Cong Ty khong chép hanh quy dinh tai Diéu 16.2 ctia Chinh Sach nay; va/hoac
The Company fails to comply with the provisions of Article 16.2 of this Policy;
and/or

c. DE xay ra sy ¢d 16, mat DLCN cuia cong dan Viét Nam.

There is an incident of disclosure or loss of Personal Data of Vietnamese citizens.

1. BIEN PHAP BAO VE, BAO MAT DLCN
PERSONAL DATA PROTECTION AND SECURITY MEASURES

Bién Phap Té Chirc

Organizational Measures

Chi dinh bo phan, nhan su phu trach bao vé DLCN
Appointment of department, personnel in charge of protecting Personal Data

Cong Ty sé chi dinh ho&c lap bé phéan trong Cong Ty dé (kiém nhiém hodc chuyén trach)
quan ly bao vé DLCN va dam bao thuc hién quy dinh vé bao vé DLCN (“Bé Phéan Phu
Trach”).

The Company shall appoint or establish a department in the Company (concurrent or
specialized position) to manage the Personal Data protection and ensure the compliance
with regulations on Personal Data protection (“Department In Charge”).

Trir khi Phap Luéat c6 quy dinh khac hoac Ban Giam doc c6 sy diéu dong khéac, Bo Phan
Phu Trach trong moi trudng hgp sé cé it nhat 01 nhan vién, trong dé da bao gom nhéan vién
chuyén trach vé van dé Xr Ly DLCN Nhay Cam.

Unless otherwise provided by the Laws or directed by the Board of Directors, the
Department In Charge shall, in all cases, have at least one (01) employee, including a
dedicated employee in charge of Processing of Sensitive Personal Data.

Nhiém vu ctia B6 Phan Phu Trach
Duties of Department In Charge

a. Giam séat chung viéc tuan thd quy dinh vé bao vé DLCN trong Céng Ty;
To generally supervise the compliance with regulations on Personal Data
protection in the Company;

b. Quan ly, phan céng rd rang, hudng dan, hd trg cho cac nhan su, cac bd phan lién
quan thuc hién dé dam bao viéc X Ly DLCN tuan thu quy dinh tai Chinh Sach nay,
quy dinh ctia Phap Luat, cac nghia vu vé bao mat ma Coéng Ty bi rang budc trong
qua trinh hoat déng;

To manage, clearly assign, guide, and support the personnel and relevant
departments to ensure that the Personal Data Processing complies with the
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provisions of this Policy, the Laws, and the confidentiality obligations to which the
Company is bound during its operations;

Théng béo khi c6 cap nhat, bé sung; thudng xuyén kiém tra, déc thic viéc tuan thu
clia céac ddi tugng noi trén; t6 chirc cac budi hudn luyén ndi bo vé bao vé DLCN;
To notify when there are updates or additions to; regularly inspect and promote
the compliance by the above-mentioned parties with; organize internal training
sessions on Personal Data protection;

Quan ly viéc giai quyét Sy C6 DLCN theo quy dinh tai Chwong IV (Quan Ly Su Co
DLCN) cuia Chinh Sach nay;

To manage the settlement of Personal Data Incident in accordance with Chapter
IV (Handling of Personal Data Incident) of this Policy;

Nghién cltu va dé xuét Bén X Ly DLCN phu hgp vdi nhiém vu rd rang va c6 céac
bién phap bao vé phu hop; phdi hgp lam viéc vdi céc bén co lién quan dén x ly
DLCN nhu Bén X Ly DLCN, Bé&n Thir Ba (néu c6) va dam bao va cap nhéat tinh hinh
tuén tha clia cac déi tugng nay theo cac quy dinh cd lién quan;

To research and propose appropriate Personal Data Processor with clear duties
and adequate protective measures; collaborate with parties involved in the
Personal Data Processing, such as the Personal Data Processor, Third Parties (if
any), and ensure and update the status of compliance by these parties in
accordance with relevant regulations;

Quan ly viéc lap va luu trir cac tai liéu lién quan dén bao vé DLCN, bao gom nhung
khong gidi han van ban ghi nhan sy dong y/rat lai sy dong y, cac yéu cau, cac gidy
Gy quyén ctia Chu Thé DLCN, Thong Bao Lay Y Kién, Thong Bao X Ly, H6 SoDéanh
Gia Trong Nudc va H6 So Danh Gia Nudc Ngoai, Nhat Ky va céc tai liéu khac can
phailuu gilr theo quy dinh ctia Chinh Sach nay, ctia Phap Luat va cé y nghia ching
minh sy tuan thu ctia Cong Ty;

To manage the creation and storage of documents related to Personal Data
protection, including but not [limited to documents recording
consents/withdrawals of consent, requests, authorization letters from the
Personal Data Subject, Notice To Obtain Opinion, Notice Of Processing, Domestic
Assessment Dossier and Outbound Assessment Dossier, Logs, and other
documents that are required to be achieved under this Policy, the Laws, and
meant to prove the Company's compliance;

Pinh ky hdng ndm hodac khi can thiét ra soat cac chinh sach, quy trinh, bién phéap
an toan, bao méat va céac tai liéu khac lién quan dén bao vé DLCN clia Cong Ty va
dé xuét cac diéu chinh, cap nhat, b6 sung can thiét;

To, annually or when necessary, review the Company's policies, procedures,
safety and security measures, and other documents related to Personal Data
protection and propose necessary adjustments, updates, or additions;

Dua ra cac dé xuét, khuyén nghi cho Ban Giam doc ctia Cong Ty vé viéc giai thich,
ap dung Phap Luat; 4p dung, duy tri, cai thién va nang cao cac quy trinh, bién phap
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bao vé, bdo mat phu hop va vé céc van dé can thiét khac dé dam bao viéc bao vé
DLCN;

To provide proposals and recommendations to the Company's Board of Directors
regarding the interpretation and application of the Laws; the application,
maintenance, improvement, and enhancement of appropriate protection and
security procedures and measures, and other necessary matters to ensure
Personal Data protection;

B4o céo dinh ky hoac bat thuong cho Ban Giam déc ciia Cong Ty vé cac van dé
bao vé DLCN quan trong;

To report on a regular or ad-hoc basis to the Company's Board of Directors on
material Personal Data protection matters;

Quan ly, d8c thuc viéc giai quyét cac cau hoi, khiéu nai, yéu cau tir Chu Thé DLCN
lién quan dén viéc Xt Ly DLCN cta ho;

To manage and enhance the resolution of questions, complaints, and requests
from the Personal Data Subject related to the Processing of his/her Personal Data;

Thay mat Céng Ty lam viéc, trao déi, phéi hgp véi Co Quan Chuyén Trach va céac
cd quan nha nudc c6 thadm quyén trong cdng tac bao vé DLCN (bao gobm viéc thuc
hién cac tha tuc thong béo, cap nhat, bd sung theo quy dinh); va

To, on behalf of the Company, work, communicate, and cooperate with the
Specialized Authority and competent state authorities in Personal Data protection
(including the implementation of notification, update, and addition procedures
according to the regulations); and

Thuc hién cac nhiém vu khac duge Cong Ty phan cong tai tirng thai diém.
To perform other tasks as assigned by the Company from time to time.

17.3. Nhiém vu clia cac phong ban, nhan sy khac

Duties of other departments and personnel

Céc phong ban, nhén sy khac clia Céng Ty (bao gom nhung khéng gidi han giam déc, dai
dién, can bo va nhan vién ctia Céng Ty va cac don vi truc thuéc Cong Ty) cé trach nhiém
sau lién quan dén bao vé DLCN:

Other departments and personnel of the Company (including but not limited to directors,
representatives, officers, and employees of the Company and affiliated units of the
Company) shall have the following responsibilities related to Personal Data protection:

a.

Tuan thi nghiém ngat cac nguyén téc, quy trinh X Ly DLCN, bién phap bao vé, bao
mat va cac diéu khoan ap dung khac tai Chinh Sach nay;

To strictly comply with the Personal Data Processing principles and procedures,
protection and security measures, and other applicable terms in this Policy;

Thuc hién nghiém tuc theo sy phan cong, huéng dan cta Bé Phan Phu Trach;
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18.

18.1.

18.2.

To diligently follow the assignments and instructions given by the Department In

Charge;

c. Tham gia c4c budi hudn luyén vé bao vé DLCN do Cong Ty té chuc;
To participate in Personal Data protection training sessions organized by the
Company;

d. B4o céo vdi B6 Phan Phu Trach vé cac van dé phat sinh trong qua trinh X Ly DLCN;

To report to the Department In Charge on any issues arising during the Personal
Data Processing;

e. Pua ra cac dé xuat, khuyén nghi cho B6 Phan Phu Trach dé cai thién cac quy trinh,
bién phap bao vé, bdo mat phu hgp va vé cac van dé can thiét khac dé dam bao
viéc bao vé DLCN.

To provide proposals and recommendations to the Department In Charge for
appropriate improvements to the protection and security procedures and
measures, and other necessary matters to ensure Personal Data protection.

Bién Phap Ky Thuat
Technical Measures

Tuy tirng thoi diém, Céng Ty sé thuc hién cac bién phap ky thuat phi hgp dé dam bao hoat
dong X Ly DLCN da dugc thuc hién theo quy dinh Phap Luat va ra soat, diéu chinh cac
bién phép nay khi can thiét.

From time to time, the Company shall implement appropriate technical measures to
ensure that the Personal Data Processing is conducted in accordance with regulations of
the Laws and shall review and adjust these measures as necessary.

Trong moi trudng hgp, Cong Ty sé ap dung cac cong nghé, hé théng phan mém thich hop
dé dam bao tdi thiéu cac van dé sau:

In any case, the Company shall apply appropriate technologies and software systems to
ensure the following issues at a minimum:

a. T4t ca DLCN luu trit trén cac hé théng clia minh dugc bao vé bang cac hé théng
kiém soat truy cap, tranh c4ac hanh vi xdm nhap va sir dung trai phép, mat mat hoac
phé hiy DLCN;

All Personal Data stored on its systems is protected by access control systems,
preventing unauthorized intrusion and use, loss, or destruction of Personal Data;

b. Chi nhirng ngudi nao c6 nhiém vu lién quan can X Ly DLCN mdi c6 thé truy cép
DLCN (nhu théng qua tai khoan, mat khau, cac bién phap xac minh khac);
Only individuals with relevant duties requiring Personal Data Processing may
access the Personal Data (such as through accounts, passwords, or other
verification measures);
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Quy trinh xac thyc ddm bao, phu hgp cho moi tai khoan nguoi dung;
Authentication procedures are ensured and suitable for all user accounts;

Hé théng bao mat phu hgp cho viéc X Ly DLCN tir xa;
Security systems are suitable for remote Personal Data Processing;

Tat ca cac quyén truy cap clia ngudi sir dung dugc sang loc, ra soat thudng xuyén
va bat ky truy cap trai phép tiém tang nao sé dugc béo céo;

All user access rights are screened, reviewed on a regular basis, and any potential
unauthorized access shall be reported;

Tat ca cac tai khoan ngudi dung clia nhan vién da nghi viéc sé bi xéa hodc han ché
truy cap ngay lap tirc; quyén truy cap clia ngudi dung cé sy thay ddi vi tri dugc diéu
chinh tuong (ng vdi vai tro/nhiém vu mdéi ciia ho;

All user accounts of terminated staff shall be deleted or restricted from access
immediately; access rights of users whose role has changed are modified in line
with their new role/duties;

Céc hé théng, phan mém st dung phu hgp cho viéc X Ly DLCN va xda vinh vién
DLCN khi can thiét; va

The systems and software used are suitable for the Personal Data Processing and
permanent deletion of the Personal Data when necessary; and

Céc hé théng, phan mém dung dé X Ly DLCN déu c6 ban quyén tir bén phét trién
hoac bén cung irng dugc phép.

The systems and software used for Personal Data Processing are licensed by
developers or authorized suppliers.

18.3. Cacyéutd can xem xétva danh gia khi Cong Ty thuc hién céc bién phap ky thuat bao gom:

Factors to be considered and assessed when the Company implements technical
measures include:

Su phat trién céng nghé, ky thuat;

Technological and technical development;

Chi phi thyc hién;
Implementation costs;

Tinh chat chia DLCN lién quan; va
The nature of relevant Personal Data; and

RUi ro vén cé do hanh dong clia con ngudi/ moi trudng vat chat/ moi truong tu
nhién.

Inherent risks posed by human action/ physical/ natural environment.

41




VSIP

Title : POLICY ON PERSONAL DATA PROTECTION Page : 42

19. Bién Phap An Toan
Safety Measures

19.1. DLCN sé dugc ap dung cac bién phap an toan dé bao vé khai viéc X Ly tréi phép, du viéc
XU Ly dugc tién hanh dién tir hay bang hinh thic giay.
The Personal Data shall be subject to security measures to protect it from unauthorized
Processing, whether the Processing is conducted electronically or in paper form.

19.2. Ca4ac yéu cau vé an toan sau phai dugc thuc hién déi vdi tai liéu hodc may moc, thiét bi
chitra DLCN:

The following safety requirements must be implemented for documents or machinery and
equipment containing Personal Data:

a.

Khéng dugc dé quén céc tai liéu chira DLCN trén ban lam viéc ngoai gid lam viéc
hoac bén ngoai nai lam viéc (ma khoéng phai la noi cu trd);

Not leave the documents containing Personal Data unattended on working desks
after working hours or outside the workplace (except for residential premises);

Khéng dugc dé quén céc tai liéu chira DLCN tai cac may in, trong phong hop, hoac
cac nai cong cong/ban cong cong khac;

Not leave the documents containing Personal Data unattended at printers, in
meeting rooms, or in other public/semi-public places;

Khéng dé céac ghi chu cé chira théng tin DLCN ‘dan’ & ban lam viéc;
Not leave the 'post-it' notes containing Personal Data on working desk.

Ludn cét cac tép gidy c6 chira DLCN & noi an toan (nhu ti khoa, ngan kéo, hoéc
céac nai phu hop khac);

Always store paper files containing Personal Data in a secure place (e.g., a locked
press, drawer, or other appropriate alternative);

Khéng mang céc tai liéu c6 chira DLCN ra khoi van phong trir khi c6 nhu cau/ly do
cu thé dé lam nhu vay, va khong dé céc tai liéu nay ngoai tam kiém soat;

Not bring paper files containing Personal Data out of the office unless there is a
particular need/reason to do so, and shall not leave the same unattended;

Cat/huly céc tai liéu c6 chira DLCN bang mdy huy gidy hodc bang cach cat nho;
Shred/ dispose documents containing Personal Data in confidential bins or by
shredding;

Khéng dung thiét bi dién t&r & noi dé thay khi dang nhap vao cac hé théng ctia Céng
Ty c6 chira DLCN (nhu'tai cac khu vuc cdng cOng hoac phong héi nghi);

Not use electronic devices in public areas to log into Company’s system
containing Personal Data (such as in public or conference rooms);
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19.3.

20.

20.1.

h. Ngudi dung thiét b dién tl c6 thé truy cap vao DLCN phai dang xuat hodc bang
céch khac khéa hé thdng hoac tao méat khau bao vé man hinh cho khi khéng sur
dung. Truong hgp dung chung may tinh, bdo dam dang xuat tai khoan sau khi str
dung; va
Users of electronic devices that can access Personal Data shall log out or
otherwise lock the systems or initiate a screensaver protection password when
notin use. For shared computers, users must ensure they log out after use; and

i DLCN khi dugc luu trir dudi dang dién ti phai duoc bdo vé bang mat khdu manh
(vi du nhu két hgp chit hoa, chir thudng, ky tu va/hoac s6).
Personal Data, when stored in an electronic format, shall be protected with strong
passwords (e.g., a combination of uppercase and lowercase letters, symbols,
and/or numbers).

Céac bién phéap an toan sau day dugc khuyén khich thuc hién dé han ché céc rdiro 16 thdng
tin DLCN:

The following additional safety measures are recommended to mitigate the risks of
disclosing the Personal Data:

a. Néu c6 bat ky tai liéu c6 chira DLCN nao bi bo quén, ngudi phat hién nhirng tailiéu
doé nén cat gilr chung & nai an toan va tra lai cho ngudi c6 lién quan cang sém cang
tot;

If there are any documents containing Personal Data being left unattended, the
personnel noticing such documents should put them in safekeeping and return to
the person concerned as soon as possible;

b. Ludn khéa hodc cat gilr can than tat ca céac vat chira DLCN, nhu tap tin, tai liéu,
thé nhg, v.v. khi khdong st dung.
Always lock or carefully store all Personal Data carriers, such as files, documents,
memory cards, etc. when not being used.

Bién Phap Bao Mat

Security Measures

Ca4c ca nhan, t6 chire X Ly DLCN thay mat cho Cong Ty (khong phai Bén Xir Ly DLCN va
Bén Thir Ba) phai dam bao céc van dé bao mat sau:

Individuals and organizations Processing Personal Data on behalf of the Company (other
than the Personal Data Processors and Third Parties) must ensure the following
confidentiality measures:

a. Tat ca DLCN thu thap cho bat ky Muc Dich nao déu phai dugc bao mat va luu gil
an toan;

All Personal Data collected in connection with any Purposes must be kept
confidential and safe.
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21.

21.2.

b. Chi dugc truy cap vao va X&r Ly DLCN phu hgp vdi loai va Muc Dich ctia nhiém vu
hoac dich vu can thuc hién. Moi viéc X Ly trai phép déu bi nghiém cam;
Only be permitted to access to and Processing the Personal Data in accordance
with the type and Purposes of the task or service to be performed. Any
unauthorized Processing is strictly prohibited.

c. Khong dugc st dung DLCN cho cac muc dich cé nhan va thuong mai ciia minh,
tiét 16 hoac cung cdp DLCN bang bat ky cach nao khac cho ngudi khac ma khéng
tuan tha quy trinh tai Chinh Sach nay; va
Not use the Personal Data for private or commercial purposes, not disclose or
make it available in any other manners to unauthorized persons without
complying with the procedures outlined in this Policy; and

d. Ty chiu trach nhiém vé cac hoat déng tuén thu va cam két boi thudng hodc boi
hoan cho Céng Ty va céc bén lién quan (bao gbm nhung khéng gidi han Chu Thé
DLCN) trong bat ky trugng hop vi pham cac quy dinh c6 lién quan dén bao vé, bao
mat DLCN.
Bear sole responsibility for compliance activities and undertake to indemnify or
reimburse the Company and relevant parties (including but not limited to the
Personal Data Subject) in any case of violation of regulations related to the
protection and security of Personal Data.

Trach Nhiém cuia Bén X Ly D Liéu va Bén Thir Ba
Responsibilities of Data Processors and Third Parties

Khi bat ky Bén X{r Ly DLCN hoac Bén Th&t Ba nao giao dich vGi Céng Ty, bén do sé phai dam
bao cac bién phap an toan, bdo mat DLCN theo quy dinh clia Phap Luat va Chinh Sach
nay. Nghia vu nay duy tri ngay céa sau khi két thuc thoi han giao dich.

When any Personal Data Processors or Third Parties engage in transactions with the
Company, such parties shall ensure the safety and security measures for Personal Data
in accordance with the provisions of the Laws and this Policy. This obligation shall
continue even after the termination of the transaction period.

Bén XU Ly DLCN hoac Bén Thir Ba tu chiu trach nhiém vé cac hoat dong tuan thda va cam
két boi thudng hoac bodi hoan cho Cong Ty va céc bén lién quan (bao gébm nhung khéng
gidi han Chu Thé DLCN) trong bat ky trudng hgp vi pham céc quy dinh c6 lién quan dén
bao vé, bdo mat DLCN.

Personal Data Processors or Third Parties shall bear sole responsibility for compliance
activities and undertake to indemnify or reimburse the Company and relevant parties
(including but not limited to the Personal Data Subject) in any case of violation of
regulations related to the protection and security of Personal Data.
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22,

22.1.

23.

V. QUAN LY sy’ cO DLCN
HANDLING OF PERSONAL DATA INCIDENT

Sw Cd DLCN
Personal Data Incident

Cac quy trinh dugc quy dinh tai Chuong nay phai dugc tuan thu trong truong hop cé Su
C6 DLCN, bao gdom nhung khong gidi han cac trudng hgp nhu mat may tinh xach tay hoac
thiét bi di déng hoac thiét bi khac cé chira DLCN, gia mao hoéc tlr chdi dich vu, str dung
trai phép tai khodn may tinh, danh cap hodc mat dir liéu, du la dir liéu dién ti hay trén gidy.
Cong Ty c6 thé sé dugc Bén Xir Ly DLCN ho&c Bén Thit Ba thong béao vé Su Cé DLCN.

The procedures set out in this Chapter shall be followed in case of a Personal Data
Incident, including, without limitation, cases such as loss of laptop, mobile devices or
other devices containing Personal Data, phishing or denial of service, unauthorized use of
computer accounts, theft or loss of data, either electronic data or paper documents. The
Company may be notified by the Personal Data Processors or Third Parties about the
Personal Data Incident.

Quy Tac Quan Ly Sw Cé
Incident Handling Principles

a. Kip thoi phat hién va khoanh ving pham vi Sy C6;
To timely detect and identify the extent of the Incident;

b. Péanh gia bat ky rdi ro ndo ma Sy C8 mang lai cho Cha Thé DLCN bi 4nh hudng
ho&c co6 kha nang bi anh hudng va cho Céng Ty (bao gom rui ro vé danh tiéng);
To assess any risks presented by the Incident for the affected or potentially
affected Personal Data Subject and for the Company (including reputation risks);

c. Thuc hién moi bién phap can thiét va hgp phéap dé han ché téi da rui ro va ngan
chan/ cham dut Sy Co;
To apply all necessary and lawful measures to minimize the risks and prevent/
terminate the Incident;

d. Ghi lai va lap thanh van ban co6 chit ky/ xac nhan clia cac bén lién quan vé Su Co
va qua trinh thuc hién, giai quyét Sy C6.
To record and prepare documents in writing with signatures/ confirmation of the
relevant parties about the Incident and the process of implementing and resolving
the Incident.
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24, Quy Trinh Quén Ly Su Cé
Incident Handling Procedure

GIAI DOAN BIEN PHAP

Bwéc 1 Bén phat hién Sy C6 (vi du, bén cung cép dich vu) phai
Step 1 thong bao ngay cho Bo Phan Phu Trach khi biét dugc bat ky

Sy C8 hodc nguy co Sy C8 nao bang van ban.
Phat hién, théng bao va

ngdn chan tic thai Su Incident-detecting party (for example, a service provider)

must notify in writing the Department In Charge without

Cé
. delay when they have become aware of any Incident or the
To detect, notify and risk of Incident.
prevent Incident
instantly Théng bao Sy C8 dén Bo Phan Phu Trach gobm céc ndi dung:

Notice of Incident to the Department In Charge shall

include the following contents:

- Théngtin hovatén, bo phan, phong ban/ donvicuabén
phét hién Su C8;
Full name, departments, divisions/ units of the
Incident-detecting party,

- Ngay, gio phat hién Sy Co;
Date and time of detecting the Incident;

- Ngay, gio thong bao cho B6 Phan Phu Trach;

Date and time of notifying the Department In Charge;

- M6 ta sd luge Sy C6 (nhu tinh trang; loai DLCN bj anh
hudng; ca nhan lién quan, nguyén nhan, néu co; v.v.);
Brief description of the Incident (such as status; type of
affected Personal Data, involved individual, cause, if
any; etc.);

- Chirky ctia (nhitng) ngudi phat hién Sy Ca.

Signature of the Incident-detecting person(s).

Thoéng bao nay sé a co s ban dau dé Bé Phan Phu Trach

cung cac bén lién quan tién hanh budc diéu tra va phéan

tich.

This notice shall be the initial basis for the Department In
Charge together with the relevant parties to conduct an
investigation and analysis.

Né&u dugc, bén phat hién Sy C6 cuing Bo Phan Phu Trach sé
phéi hgp dé thuc hién ngay cac bién phap ban dau can
thiét, hgp phap nhdm ngén chan sy phét trién, hé qua cla
Sy Co. Trong trwdng hgp nghiém trong, B6 Phéan Phu Trach
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GIAI DOAN

BIEN PHAP

sé ldy y ki€n cua Téng Giam d6c hodc ngudi cé thdm quyén
clia Cong Ty va trinh bdo ngay véi co quan cong an hodc co
guan nha nudc lién quan.

If possible, the Incident-detecting party shall coordinate
with the Department In Charge to immediately conduct
necessary and lawful initial measures to prevent the
spread and consequences of the Incident. In serious
cases, the Department In Charge shall consult the General
Director or the Company’s authorized person and report to
the security authorities or relevant state authorities without
delay.

Buédc 2
Step 2
Phan céng nhan sy diéu
tra va &rng phé véi Sy Co
To assign personnel to

investigate and respond
to Incident

Khi can thiét, B6 Phan Phu Trach (theo sy chép thuan cua
Téng Giam déc hoac ngudi cé thdm quyén clia Cong Ty) sé
truc tiép hodc phan cong nhan vién dé ap thanh nhém diéu
tra va irng phé véi Sy C6 (dirng dadu nhom diéu tra sé la Bo
Phan Phu Trach).

If necessary, the Department In Charge (under the approval
of the General Director or the Company’s authorized
person) shall directly or assign the employee to form a
team to investigate and respond to the Incident (the head
of the investigation team shall be the Department In
Charge).

Viéc phan céng nhan vién diéu tra va (ng pho véi Sy C6 can
dua trén kha nang thuc hién va chuyén moén cé lién quan
dén Su Cé.

The assignment of the employee to investigate and respond
to the Incident should be based on the performance
capacity and the expertise related to the Incident.

Vi du, viéc irng pho cé thé dugc phdi hgp thuc hién bdi bd
phan céng nghé thong tin dGi vdi bat ky vi pham ky thuat nao
hoac bd phan quan tri ndibd clia Céng Ty néu lién quan dén
bat ky vi pham quy tic van hanh nao.

For instance, the response may be coordinated by the
information technology department for any technical
violation or the Company’s internal administration
department if it involves any operational rule violations.

PEé quan ly hiéu qua Sy Ca, Céng Ty co thé chon dichvu cua
bén tuw van/chuyén gia bén ngoai, dac biét trong trudng hap
can thiét dé han ché thiét hai, bao gom luat su, chuyén gia
phap ly, va chuyén gia cong nghé thong tin.
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GIAI DOAN BIEN PHAP

To efficiently manage the Incident, the Company may opt
for the services of external consultants/experts, especially
in cases requiring to limit the damage, including lawyers,
legal counsels, and IT specialists.

Buwéc 3 Ngay sau khi phat hién Sy C6, nhdm diéu tra sé ti€n hanh
Step 3 diéu tra va lap béo cédo phéan tich dé xac dinh nguyén nhan
clia Sy C8, céc bién phap khéc phuc can thiét, va cac yéu
t6 gitp xac dinh mdc dé thiét hai.

As soon as possible after discovering the Incident, the
investigation team shall investigate and draw up an
analyze Incident and | 5n4/ysis report to determine the causes of the Incident, the
getapproval necessary remedies, and the elements that help identify
the extent of the damage.

Diéu tra va phan tich Sv
Cé va trinh xét duyét
To investigate and

Cac khia canh can diéu tra va phan tich c6 thé bao gom:

Aspects to investigate and analyze may include:

- Céach thic ma Su C6 phat sinh, bao gdm nguyén nhan
va 16 héng bao mat kha nghi;
The way in which the Incident occurred, including the
causes and vulnerabilities in question;

- Chitiét DLCN da bi &nh hudng/ xdm pham;
Details of the Personal Data that have been affected/
infringed;

- Ca nhan, t6 chic c6 thé bi anh hudng bdi Sy C6 (nhu
khach hang, nhan vién, v.v.);
Individuals and organizations who may be affected by
the Incident (e.g., clients, employees, etc.);

- Liéu c6 hanh vivi pham vé bao mat DLCN hoac hanh vi
vi pham phap luat khac;
Whether there is a violation of Personal Data security or
other violations of the Laws;

- Céc bén co6 thé phai chiu trach nhiém (nhu Bén Xi Ly
DLCN, Bén Thir Ba hoac bén khac);
The parties that could be responsible (e.g., Personal
Data Processors, Third Parties, or others);

- Mc d6 rdiro clia Sy C8; va
The risk level of the Incident; and

- Céacbién phap can thiét dé khac phuc, va ngan ngira Su
Co tuong tu.
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Necessary measures to remedy, and to prevent similar
Incident.

Nhom diéu tra sé can nhac céc yéu t6 sau (hoac cac yéu td
khéac, néu can thiét) dé xac dinh murc do rui ro:

The investigation team will consider the following elements
(or other elements, if necessary) to determine the risk level:

- Tinh chat ctia Sy C6 (khach quan/ ch quan/ yéu té 16i);
Nature of the Incident (objective/ subjective/ fault
factors);

- Tinh chat, mirc d6 nhay cam ctia DLCN;

Nature, sensitivity of the Personal Data;

- Kh&i lugng DLCN va s8 lugng Chu Thé DLCN bi anh
huéng;

Volume of Personal Data and number of Personal Data
Subjects that have been affected;

- Cac dac diém déac biét cua Cha Thé DLCN;

Special characteristics of the Personal Data Subject;

- Hau qua, muirc do nghiém trong clia hau qua ma Chu
Thé DLCN c6 thé phai chiu; va
Consequences, severity of consequences that the
Personal Data Subject may suffer; and

- Kha nang khac phuc va ngan ngira Sy C8 tuong tu.
Ability to remedy and prevent similar Incident.

C4c tai liéu, chirng ci déu phai dugc thu thap va luu gilr dé

phuc vu qua trinh diéu tra, giai quyét tir phia cg quan nha

nudc sau nay (néu co).

Documents and evidence shall be collected and stored to
serve the investigation and settlement process from the
State authorities in the future (if any).

B4o céo phan tich can dugc trinh co quan c6 thdm quyén
cua Cong Ty s6m nhéat c6 thé dé quyét dinh hudng giai
quyét.

The analysis report shall be submitted to the Company’s
competent body as soon as possible to decide on the
course of action.
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Bwéc 4

Step 4

Loai b6 Sw Cd

To remove Incident

Nhom diéu tra sé thuc hién cac hanh dong can thiét dé bao
dam han ché anh hudng ctia Su Cé dén DLCN va loai bd
ngudn géc clia Su C8 va bat ky 16 héng bao mat nao con lai.
The investigation team shall take necessary actions to limit
the Personal Data affected by the Incident and to remove
the source of the Incident and any remaining
vulnerabilities.

Bwéc 5

Step 5

Théng bao Sy Cé
To notify Incident

Trir khi Sy C8 khéng c6 kha nang gay thiét hai dén Chu Thé
DLCN, Céng Ty sé thong bao cho Chu Thé DLCN (hoé&c bén
dugc Chi Thé DLCN Uy quyén, néu sy dongy ciia Chu Thé
DLCN dugc cung cép cho Cong Ty théng qua bén dugc Uy
quyén) trong vong 72 gid sau khi phat hién Sy C6 hodc mot
thoi gian khéac tuy vao két qua diéu tra Sy C6.

Unless the Incident is unlikely to pose damage to the
Personal Data Subject, the Company shall notify the
Personal Data Subject (or the authorized party of the
Personal Data Subject if the consent of the Personal Data
Subject is provided to the Company through the authorized
party) within 72 hours after discovery of the Incident or
another time depending on the results of the Incident
investigation.

Truong hgp ¢ vi pham quy dinh vé bao vé DLCN, Cong Ty
can phai théng bao cho Co Quan Chuyén Trach theo Mau
tai Phy Luc 6 (Thong Bao Vi Pham Quy Dinh Vé Bao Vé
DLCN) ctia Chinh Sach nay.

In case there is any violation of the provisions on Personal
Data protection, the Company shall notify the Specialized
Authority in accordance with the Form in Appendix 6
(Notice on Breach of Regulations on Personal Data
Protection) of this Policy.

Bwéc 6
Step 6
Lap va lwu sé Su Cd
DLCN

To prepare and keep
Personal Data Incident
registry

Chi tiét ciia moi Sy C8, bao gobm mé ta vu viéc, hau qua,
thiét hai, ngudi co lién quan va cac bién phap Coéng Ty da
thuc hién (va ly do ap dung nhirng bién phap ddé) ciing nhu
cac tai liéu cé lién quan sé dugc Bo Phan Phu Trach, ngudi
cé trach nhiém thuc hién diéu tra Sy C6, lap va luu trirtrong
Nhat Ky.

Details of all Incidents, including the case description,
consequences, damage, relevant persons, and the
measures taken by the Company (and the reasons for
applying such measures), as well as relevant documents
shall be prepared and recorded in the Logs by the
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Department In Charge who is responsible for conducting
the Incident investigation.

Viéc lap va luu trir ho so Sy C6 trong Nhat Ky sé dugc thuc
hién trong moi trudng hgp, bat ké c6 phaithong bao cho Cao
Quan Chuyén Trach, Cha Thé DLCN hay khong.

The preparation and record of Incidents in the Logs shall be
implemented in all cases, regardless of whether or not
notice to the Specialized Authority and Personal Data
Subject is required.

Bwéc 7 Trong trudng hgp c6 khi€u nai, yéu cau, xét x&t, hodc hanh
Step 7 dong phap ly phat sinh tir Sy C6 tir bén khéac, Cong Ty cé
thé thuc hién tat ca cac bién phap ma Phap Luat cho phép
dé tu bao vé, trong do bao gdbm thué (céc) luat su hodc
chuyén gia bén ngoai dé danh gia rui ro phat sinh tir nhirng
khiéu nai do cling nhu kha nang tu bao vé ctia Cong Ty.

Khiéu nai va tw bao vé
tredc Co Quan Chuyén
Trach

Complaints and | | the event a complaint, claim, trial, or legal action arises
defense in front of | o.; of the Incident from other parties, the Company may
Specialized Authority take all measures permitted by the Laws for self-
protection, which includes engaging external lawyer(s) or
expert(s) to assess the risks revealed by such complaints
as well as the self-protection capabilities of the Company.

V. CAC VAN BE KHAC
OTHER MATTERS

25. Luat Diéu Chinh

Governing Law

25.1. Chinh Sach nay dugc diéu chinh bdi va giai thich theo Phap Luét Viét Nam.
This Policy is governed by and construed in accordance with the Laws of Vietnam.

25.2. Trong trudong hgp cé sy khéac biét gitra Chinh Sach nay va Phap Luét, thi quy dinh Phap
Luat sé dugc uu tién ap dung. Céc van dé chua dugc néu tai Chinh Sach nay sé dugc giai
quyét theo quy dinh Phéap Luat.

In the event of any inconsistency between this Policy and the Laws, the provisions of the
Laws shall prevail. Issues not stated in this Policy shall be resolved in accordance with
the Laws.
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26. Ngon Ngi¥
Language

Chinh Sach nay dugc lap bang tiéng Anh va tiéng Viét. Trudng hgp c6 su khac biét gitra
ban tiéng Viét va tiéng Anh thi ban tiéng Viét sé dugc vu tién ap dung.

This Policy is made in English and Vietnamese. In case there is any inconsistency between
the Vietnamese language and the English language, the Vietnamese language shall
prevail.

-END-
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